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Introduction

The interaction with computer system is an important part of our lives. The computers
frequently store and use data that describe characteristics of physical human beings. Yet only a
few attempts had been made to provide a model that would help to understand implications of
personal data processing.

This paper provides a basic structure of a model that may provide insight into some of the
areas that touch personal data. Some concepts in the problem area are understood only
intuitively and this work attempts to provide more formalized definitions and it attempts to put
these concepts in broader perspective. The work was motivated by a desire to design an
“identity layer” on top of current World Wide Web architecture. However, that approach was
changed in the process of modeling the system and analyzing the basic structure of the World
Wide Web. We have discovered that basic identity-related mechanism must be integral part of
the World Wide Web architecture to be effective. This work describes the motivation and the
reasons for such conclusion and it provides a proposal of the necessary changes to the
architecture of the World Wide Web.

Today's World Wide Web was built on assumptions that most of the shared information is
public. It also expects that only a very limited number of subjects will publish and modify the
information while many subjects will read it. However, such situation will not hold for much
longer. Many applications build on top of the World Wide Web are actually making it writable.
Wiki, blogging, photo and video sharing applications allow to add comments to the resource,
therefore influencing its state. The original World Wide Web architecture has not anticipated
that most of the resources will be dynamic and many of them non-public or semi-public.

1 State of the Art

Password authentication is a traditional method of authentication, however it is inadequate
for highly distributed systems [1]. To overcome the security issues of passwords, several One
Time Password (OTP) [2] [3] and challenge-response authentication schemes [4] [5] were
proposed. However both one time password schemes and challenge-response schemes in
general have some common security drawbacks. When used in a plain TCP/IP environment,
connection data can be manipulated after a successful authentication takes place. In this case
the attacker does not need to attack the authentication scheme directly. These attacks can be
prevented only by pre-authenticating the server to the client by using other independent
methods and explicitly authenticating the transported data.

The Public Key Infrastructure (PKI) is a set of methods and formats for the management of
public keys and all related data. PKI uses asymmetric cryptography methods to achieve its
goals. The international standard for the public key certificate format is based on ITU-T X.509
recommendation [6] and is widely used in both enterprise and Internet environments. The
certificate authority affirms certificate validity by its signature. Public key certificates can be
used in many communication systems on the Internet. The most common communication
protocol in use today that employs X.509 public key certificates is the Transport Layer Security
(TLS) Protocol [7]. The most frequently used TLS mode today is the authenticated server
mode. The server has an X.509 certificate for its fully-qualified domain name (FQDN) and the
client (web browser) has a list of trusted certificate authorities. If TLS is used in any
authentication mode, it provides only short-term security for the transported data - TLS



protects and authenticates data on the communication channel only. If the data is stored on the
target system, they are no longer protected. Even if the data block was received by the server in
a mutually authenticated TLS connection, server is not able to provide any proof of data origin
to the third party. The most common practical use of the TLS protocol is to secure a WWW
communication. It is called HTTPS [8] and it is essentially HTTP protocol communicating over
a TLS-secured channel. Most of the connection-oriented protocols can be modified in a similar
way to use the TLS layer for protection.

Public key infrastructure is not well-suited to express dynamic trust relationship. The digital
certificates used by public key infrastructures are relatively long-lived, they are difficult to
update and revoke. Therefore the public key infrastructure is used to express relations that are
quite static, such as binding name to an entity or to express contractual relations between
organizations. Attempts to use client-side certificates haven't gained any considerable user
adoption. A low penetration of qualified certificates as authentication method for government
services in European countries is a clear indication of this phenomenon [9]. High cost of the
certificates and low benefits may be one of the reasons of low PKI adoption. Except for low
adoption there are privacy concerns of PKI usage [10]. Once the certificate is presented, all the
attributes and data in the certificate are disclosed to the verifying party. That means that the
certificates should contain only minimal amount of information to conserver user's privacy.
However, such minimal certificates have limited usability and even such minimal information
may expose user to a collusion attack.

Digital credentials [11] is a cryptographic system based on secret-key certificates that was
designed to overcome some PKI problems. Although the basic principles of the system are
documented, the communication protocols and the details of usage are not. Therefore it is not
possible to throughly evaluate digital credentials at the time of writing this document.

Internet identity systems [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] attempt to move the
maintenance of user accounts to a dedicated and shared sites, therefore lowering the number of
accounts a user has to maintain. The mechanism used by such systems is a secure transfer of
user's identifiers, attributes and current authentication status of a user from source site (Identity
Provider) to the destination site (Service Provider). The trust relationship must be established
between source and target sites for a source site to trust the target site's requests and for a target
site to trust the source site's identity statements. Establishing and maintaining this trust
relationship is out-of-band for most Internet identity systems.

The Internet identity systems supports one or both of following methods. Browser-based
mechanism assumes nothing more than a plain web browser on a client-side takes advantage of
HTTP redirects to transfer security tokens between sites. Client-based mechanism assumes
existence of special-purpose software component on client-side (identity client) that handles
the transfer of security tokens between sites. Internet identity systems follow the proxy-based
true SSO model according to Pashalidis and Mitchell [22].

Internet identity system suffers from a variety of problems. Source site can trivially
impersonate any user that on target site [22]. The source site is able to track the user's log-ons
on service providers sites. While the source site cannot track the user's activity at these sites,
the log-ons itself may provide sufficient information to potentially violate user's privacy.
Global identifiers used by some systems can be used to correlate user activity as several target
sites, endangering user's privacy. Some of the systems (especially OpenlD [18]) is susceptible
to so-called phishing attacks [23], made possible by the architecture, user interface and design



decisions [24]. Internet identity systems either assume direct trust between sites (e.g. expressed
by exchanging X.509 certificates) or they assume trust implied from other system. The implied
trust is usually sourced from DNS or the public key infrastructure of HTTPS, such as in case of
OpenlID [18]. However, such approach is not correct as both DNS and HTTPS structures
express only name assignment and does not express any kind of trust.

Several authors [25] [26] discuss the conceptual foundation of anonymity and identity in
computer systems. The work of Pfitzmann and Kohntopp [27] is especially noteworthy,
building common terminology on the works of other authors. However the work frequently
operates with boolean values where a scale would be more appropriate and it does not
distinguish between human actors and computer actors in the system. The modern concept of
privacy was established by Warren and Brandeis [28] as “the right to be let alone”. Solove [29]
describes that traditionally view on privacy as an invasion paradigm and he argues that it is no
longer efficient to address the privacy risks of 21* century. He proposes architecture based on
Fair Information Practices [30] which was a one of the sources for OECD guidelines for the
protection of privacy, that are similar to the EU personal data protection directive [31]. Resnick
et al. [32] are discussing ad-hoc interactions on the Internet between parties that have no
previous relationship. They propose a distributed reputation mechanisms a solution for
problems inherent in such interactions. The positive effects of reputation systems on ad-hoc
interactions are also described by Axelrod [33], proposing evaluation of past actions for the
purpose to be used in future decisions. He describes it as “shadow of the future” that can
motivate users to a better behavior in the present by threatening to punish bad behavior in the
future. However, Windley et al. [34] note that there is a natural trade-off between reputation
and privacy. They argue that as reputation is calculated from the record of past interaction,
revealing such record means that part of the subject's privacy is lost. Sabater and Sierra [35]
provide a review of computational trust and reputation systems, classifying them by a variety of
criteria. They note that the reputation can be seen as global or subjective. A game-theoretic
approach to model Internet interactions based on examination of the record of past interactions
is provided by Friedman and Resnick [36]. It is shown that the availability of cheap
pseudonyms is harmful to the level of overall cooperation in the network. Friedman and
Resnick propose the creation of once-in-lifetime certificates to mitigate the effects of cheap
pseudonyms.

World Wide Web (WWW) is a distributed global hypermedia system that originated as
simple hypertext system in early 1990s based only on a short proposal [37]. The principles and
protocols of current World Wide Web architecture have evolved during late 1990s, resulting in
definition of URI [38] and HTTP 1.1 [39]. The architecture was guided by the Representational
State Transfer (REST) architectural style described by Fielding [40] in 2000. However, there
was no architectural document for World Wide Web until 2004, when the Architecture of the
World Wide Web, Volume One [41] was published by World Wide Web Consortium (W3C).
The WWW architecture document retrospectively documented the thinking behind the
development of World Wide Web. However according to Fielding [40] the architecture and
protocols of World Wide Web we only roughly aligned with the REST architectural style and
inconsistencies still remain.

Current WWW browsers does not indicate the trustworthiness of displayed information.
The information that browser typically display is limited to URL of the page and indication is
HTTPS usage. This leads to a success of phishing attacks [42] because users cannot distinguish
authoritative authentication page from a fake page with the same design. The usability study



accomplished by Dhamija, Tygar and Hearst [42] demonstrated that good phishing site
deceived 90% of participants.

Current architecture of World Wide Web assumes that information always comes from its
authoritative source or a trusted proxy. The HTTPS mechanism is designed to be effective for
protection of information under such assumption. However, the usability of HTTPS is limited
when such assumption does not hold, for example in case of on-demand data replication and
migration.

Internet is a world-wide communication medium. It connects almost 1.5 billion of users
[43]. It is unrealistic to assume that any significant part of such a huge population will maintain
a long-term relationships with all the people they interact. It must be expected that significant
part of the interactions will be carried out between people and organizations that does not know
each other. Therefore a method is needed that helps Internet users do evaluate the
trustworthiness of interaction partners and generally any information available on the Internet.
The core of the problem lies in the architecture of World Wide Web. World Wide Web
mechanisms does not provide any way that can assist users with evaluating trustworthiness of
communication party or reliability of information discovered on the Internet.

2 Dissertation Objectives

The work is focused on the improvement of World Wide Web architecture, especially on
conceptual layers of the architecture. The objectives of this work are defined as follows:

. Define the goals and expectations for the World Wide Web architecture and
design for a current needs and for a foreseeable future.

. Evaluate the state, consistency and appropriateness of World Wide Web
architecture according to specified goals.

. Identify and discuss fundamental problems of WWW architecture, especially
focused on handling of user identities and evaluating trustworthiness of
commutation parties and reliability of information in WWW environment.

. Propose architectural improvements in World Wide Web architecture on a
conceptual level, leading to improved support for evaluation of information
reliability.

. Validate the proposed architecture and demonstrate that the proposal can handle
situations that are problematic in current World Wide Web.

One of the primary implicit goals of this dissertation was to keep the efforts of designing
the improvements of World Wide Web architecture feasible. We sought to provide complete
results at the conceptual level that can be reviewed and evaluated rather than incomplete and
therefore non-conceptional solution of a single World Wide Web aspect. The review and
improvement of World Wide Web architecture is definitely not an easy task, therefore we opted
to split it to several steps. This document describe the results of the first step, improving the
mistakes of World Wide Web architecture on the conceptual layer. Therefore the objectives of
this dissertation are set specifically for that purpose.



3 The Model

No practical architecture can be conceived without first understanding the concepts that
underlay the architecture and the needs of the people that seek to gather the benefits of the
architecture. Therefore we provide a model that attempts to describe and explain the
undercurrents of realspace-cyberspace interactions. The model created for the purpose of this
dissertation is based on the interaction of two worlds: the world of human beings (called
realspace) and the world of computers (called cyberspace). We discuss how people deal with
computers and the implications on the reliability of information provided by computers. We
also deal with anonymity and identity of people in regard to data processing.

The interaction between realspace and cyberspace is made possible by terminal devices.
These devices are entities that are part of both spaces and they convert information from a form
perceivable in one space to the form suitable for the other space. Computer monitor, keyboard,
camera or independent sensor are examples of terminal devices. Neither realspace nor
cyberspace entities are sure whether the terminal device operates as expected, as they cannot
perceive the other world directly. Correlation of information from several terminal devices may
increase the confidence in the information, however the reliability of the information always
disputable.

Based on the discussion above we can formulate following statement:
Crossing the boundary of realspace and cyberspace is always subjective.

The entity receiving data from other space using a terminal device must make its own
assumptions about the relevance of the data. It has to (implicitly or explicitly) evaluate a level
of belief that the data describe what they are supposed to describe. We consider realspace-
cyberspace interactions to be subjective (as opposed to being objective). The interaction
depends on the interpretation of the information by both realspace and cyberspace entities, on
their preconceptions, predetermined behavior and believes, on the presentation and detection
capabilities of terminal devices, on the environment and overall situation of the interaction. As
any information that resides in the cyberspace originated in the realspace and had to pass
realspace-cyberspace boundary, we may formulate following statement:

Any information coming from the cyberspace is subjective.

Therefore the trustworthiness of the information cannot be reliably evaluated unless its
source is known. The credibility of the information source must always be considered to
determine the likeness that the information is true. Therefore we can formulate following
statement:

The source of the information in the cyberspace is equally important as the information
content.

Based on the reasoning above, we do not require the user of information should have
complete knowledge about the realspace identity of the source of information. We rather
propose that appropriate information about the source should always be conveyed with the
information content. We also propose that the source is always taken into consideration when
the information is used, while the actual mechanisms of consideration may vary.

Persons (realspace entities) acting as users of computer systems are represented in the
cyberspace by data structures. As explained in the previous sections, the computer systems that
are interacting with realspace persons have limited capabilities of determining the person



characteristics directly. The data structures that represent users are assembled from subjective
information which is commonly entered to the system by the users themselves. The data
structure maintained in the computer system is in most cases incomplete representation of
realspace person, with variable reliability.

We will use the term Subject to represent the the realspace person and the term Persona to
represent the cyberspace data structure maintained in the computer system that is related to the
person:

Subject is a conscious realspace entity that is guided by a free will.
Persona is a cyberspace data structure that represents some aspects of (realspace) subject

or a cyberspace entity that is governed by realspace subject. The aspects are represented as
a collection of properties with machine-readable values.

As personas a cyberspace data structures, it follows that the cyberspace data structures of
persona can be only a subjective representation of realspace subject.

The persona usually originates as an data structure describing one realspace person
(subject). But after the original creation, the link between the persona (cyberspace entity) and
subject (realspace entity) may not be apparent. According to this, a mechanism is needed that
will allow evaluation of relations between personas and subjects in a running system, long after
the creation of personas. We define a concept of a world set that is a set of all candidate
subjects that could be used as a source for personas in the system we consider, denoted as
follows.

w=($,S,S;....5,)
‘We define basic concept of identity using probabilistic mechanism:

Identity probability is a (Bayesian) probability that given persona describes given subject.
Denoted

lp.s
whereas P is a persona and S is a subject.

The identity probability value, as well as all other probabilistic metrics defined in the
document, are subjective to a specific observer and depend on his knowledge. While persona
describes exactly one subject (by definition), the sum of identity probabilities for specific
persona and all subjects in the world set must be 1. The following holds:

n
le,sk:1
k=1

We can define a random variable I with the world set W as the collection of source states
and with individual probabilities being equal to identity probabilities of a single persona:

P(1,=S)=i,,, VSEW

The random variable Ip represents possible subjects that the persona P may describe.



Given a specific persona, anonymity set (denoted ASy) is a set of all possible subjects
from the world set for which holds that the identity probability of the persona and the
subject is greater than zero. Can be denoted as:

AS,=(S: SEW A i, ¢>0)

This definition of anonymity set is a probabilistic extension of the definition used by
Pfitzmann and Kohntopp [26].

Anonymity ratio of a persona with respect to world set and observer describes the relative
uncertainty in persona correspondence to a subject. Defined as

ar(P)Z% :

max

whereas H(Ip) is an entropy [44] of random variable Ip, defined as

n
H( IP):_Z ips, log,(ips,) -
k=1
and H,,, is a maximum entropy for a random variable with n states, that is

H,, =log,(n)

Anonymity ratio of 1 means total anonymity: the persona may describe any subject from the
world set with equal probability. The anonymity ratio will be 1 if the observer cannot in any
way distinguish the subject that the persona describes (the probability distribution of random
variable Ip is uniform). Anonymity ratio of 0 means no anonymity: The persona describes a
single specific subject. The anonymity ratio will be O if the observer is sure that the persona
describes a specific subject.

Identity ratio of a persona with respect to world set is a probabilistic inverse of the
anonymity ratio. Defined as

ir(P)=1-ar(P)

The identity ratio describes the degree of observer's belief that persona P describes some
specific subject. Identity ratio of O means no identity: the observer cannot infer any useful
information about the subject that persona describes. Identity ration 1 means total identity: the
observer is sure about the subject that the persona describes.

Exact values of anonymity ratio and identity ratio may be very difficult (if even possible at
all) to compute in the practice. Only the estimated values of these metrics can usually be
determined. However we may use other metrics that can be computed in computer environment
and may provide estimations of anonymity and identity: analogy and heterology relations and
analogy probability value that may be used to approximate anonymity and identity in practical
scenarios.

The personas are analogous if and only if the observer believes that they describe the same
subject.



Analogous personas describe the same subject. These personas may be two accounts in
different systems that belong to the same user or two database records describing the same
person. The analogy defined in this deterministic manner may not be very useful in practice. It
is usually difficult (if possible at all) to reliably decide if two personas are analogous, but it is
usually feasible to provide estimation on how likely it is that the personas describe the same
subject. For this reason we define the probabilistic version of analogy:

Analogy probability is a (Bayesian) probability that two personas are analogous. Denoted

[ PP, >
whereas P, and P2 are personas.

Analogy probability can be seen as a degree of observer's belief that two personas describe
the same subject.

The personas are heterologous if and only if they describe different subjects.
Similarly to the concept of analogy we define a probabilistic version of heterology:

Heterology probability is a (Bayesian) probability that two personas are heterologous.
Denoted

hP Py
whereas P; and P, are personas.

Two personas can only describe the same subject or two different subjects. Therefore it
follows that

lp,p,thp p,=1

Analogy probability and a world set based on persona databases may provide an estimation
of anonymity/identity ratio values in practice.

4 Design Goals and Methods

Architectural model similar to the model proposed by Fielding [40] is used as a guiding
principle in this work. The behavior of the designed system is described in forms or constraints:
what the system must do and what it must not. Architectural style is formed as a named set of
architectural constraints.

Our goal is to propose an architecture that will support an environment of effective
cooperation. Such environment should induce the positive network effect [45]. It should
encourage the cooperation of any two entities in the network. The cooperation should not be
limited to channel-oriented interactions, where few strong entities mediate most of the
interactions on the network. It is expected that the environment will change as the society
changes. The designed system must address such a dynamic nature of the environment. No
information should be regarded as permanent. The dynamics of the information must be taken
into consideration and be reflected in the architecture.

Three environment settings are considered: anarchy, authoritarianism and environment of
responsibility. Anarchical environments inhibit cooperation. The effect of anarchical
environment will be a wilderness where few strong individuals will abuse the majority of
others, making them even weaker and more susceptible to domination. The business is
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ineffective, as nobody can be trusted. Long-term relationships are necessary to build-up
relationships of trust and no long-term relationships could be established if the identity of
participants is actively hidden. The authoritarian environments do not scale, therefore are not
usable for internet environment. Even if the initial authoritarian regime cared about the well-
being of users, that motivation goal tends to be lost in the maze of bureaucratic labyrinth. The
authoritarian environments (especially bureaucracies) suffer from a high risk of corruption,
which dramatically reduces efficiency. This leads to a centralized business model that is very
difficult to efficiently scale. The environment of responsibility empowers users to exercise their
free will, but still makes them accountable for the consequence of their actions. It attempts to
find the equilibrium between colliding forces and keep the system in that equilibrium by self-
balancing mechanisms. We seek to design an architecture that will support the environment of
responsibility.

The proposed architecture must respect privacy of users. We adopt the proposals of Solove
[29] arguing that architectural approach is needed to remedy the problem of privacy in the
information age. He proposes architecture based on Fair Information Practices [30] which was
a one of the sources for OECD guidelines for the protection of privacy and which are also
similar to rules defined by EU personal data protection directive [31].

An appropriate level of trust is necessary for efficient cooperation. The cooperation of the
parties that do not trust each other is burdened with high overhead of contractual constraints,
management controls and continual checks. The lower level of information about the
trustworthiness of the other party means higher risk for the transaction and therefore higher
cost to the controlling and remediation mechanisms rather than investing to the core subject of
the interaction. We consider reputation as a key mechanism how to evaluate trustworthiness of
the subjects. Interaction partners may user reputation values to guide trust-related decisions
about the other partner without requirement for a long-term relationship. Such a method will be
necessary to maintain efficiency in globally distributed environment.

5 Architecture of the Internet

The development of Internet is an effort of a large and diverse group. Computer scientists,
application developers, users and many others, all are taking their part in forming the Internet.
The development of protocols and applications is not controlled by any central authority.
Several standard bodies are strongly influencing the design of the Internet, but even those
organizations are not a position of force and control. Such environment contributed to the
evolutionary approach to the architecture of the Internet. There is no document that describes
the invariable architectural principles of the Internet, as there are no such principles [46]. As
the design of Internet is guided by evolution and constant change, the occurrence of design
problems and architectural inconsistencies is inevitable.

World Wide Web originated in early 1990s as an distributed hyper-text system, based on
TCP-based Hyper Text Transfer Protocol (HTTP) and SGML-based Hyper Text Markup
Language (HTML). It later evolved to a generic delivery mechanism for information objects. At
the time of this writing is World Wide Web perceived as a general-purpose “information space”
[41]. The World Wide Web architecture was guided by the Representational State Transfer
(REST) architectural style described by Fielding [40]. The REST style is based on the Client-
Cache-Stateless-Server style. All interactions are asymmetric, with the roles of client and
server clearly distinguished. The server is passive (reactive) and cannot initiate interaction. All
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interaction are limited to only those initiated by client, therefore asynchronous notifications of
events from server to clients is not possible. This limitation is in practice addressed by polling
mechanisms, such as RSS [47] and AJAX [48]. The server component of the REST architecture
is supposed to be stateless [40]. The statelessness is endorsed as one of the key architectural
principles of REST. When applied to the architecture of World Wide Web, the use of any state
mechanism such as HTTP Cookies and frames is considered an architecture mismatch.
However the assumption of statelessness can hold only if the resources are immutable and fail
if any of them can be modified. The REST architecture allows for modification of resources,
especially when applied to the WWW in a form of PUT, POST and DELETE methods of the
HTTP protocol [39]. If one of the interactions changes state of the resource, all subsequent
interactions depend on the result of the interaction that caused the state change. For that reason
the interactions in the REST architecture cannot be considered stateless, as the state is present
in the resources. Fielding does not address this problem in his description of REST, however he
notes that the use of caching for resource representations may provide erroneous response.
Such an error would not be possible if REST would be entirely stateless, in other words if the
response would depend only on the information in request.

Uniform interface is another basic principle of REST architecture. However it was only
partially reflected to the architecture of World Wide Web. The URI [38], HTTP [39] and
HTML [49] specifications were supposed to define the uniform REST-like interface for the
World Wide Web. However these definitions include a considerable degree of extensibility of
the definition, focusing on the syntax of the interface and defining only the minimal semantic
meaning when needed. While this approach allows to use the WWW mechanism for a broad
range of applications, the definitions provided in URI and HTTP specifications are closer to
definition of a network layer rather than application interface.

The concepts of Resource and Uniform Resource Identifier (URI) are central concepts in
the architecture of the World Wide Web. However only vague definitions of a resource are
available [41]. It is obvious that resource may be a realspace object and that resources are
identified by URIs. That implies that one of the intents of the WWW architecture is to identify
realspace objects by URIs. The World Wide Web architecture document [41] mentions the
concept of URI owners and it recommends a good practice for URI owners to provide
representation of the resource. It follows that realspace objects should have representation in
cyberspace maintained by the owner of the URI. Such a representation is always subjective.
There is no assurance that the URI owner is also the owner of the realspace “resource”,
therefore the representation of the “resource” provided by the URI owner can be harmful. This
problem was recognized [50] and a solution was proposed by the W3C Technical Architecture
Group [51] by not allowing to provide a representation of a resource that is not an information
resource. Although it is claimed in the decision leaves a consistent architecture, some issues
still remain. The most obvious problem is that the above decision makes generic concept of
URI dependent on the HTTP protocol definition. However URIs are supposed to be protocol
independent identifiers [38].

The definition of a resource is very vague. It is essentially defined as “whatever might be
identified by a URI” [41]. This may lead to almost anything to be considered a resource. Even
resource representations may by themselves be resources (they are often identified by URIs
already). Such a recursive principle gives great freedom of choice for system implementers, but
it may become very confusing. The situation may be easy to resolve for humans, given a
specific context of the URI in the message and the response. But if an automated reputation
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system would interpret the negative feedback of a user on a specific URL, it would be difficult
to distinguish whether the image processing algorithm, photographer's skill, model's look or
model's personality was meant as the target of the opinion in case of rating a resource
representing itself as a digital photograph. This situation is made even more confusing by W3C
recommending to avoid arbitrary URI aliases [41] for the same resource while at the same time
recommending different URIs for something that can easily be considered different
representations of a single resource [52].

The World Wide Web Architecture [41] document proposes a practice to avoid URI aliases.
However URI aliasing is a common practice on the web today. It is a common practice that
several URIs identify the same resource by using different capitalization, omitting slash
characters or using different URI schemes. This practice is clearly in conflict with the practice
proposed by World Wide Web Architecture document [41], however it is deemed acceptable by
at least some members of W3C TAG [53]. We consider the practice of using URIs in different
schemes to identify the same resource as harmful. The identification of access method should
be determined by the client, it should not be a part of resource identifier. The eXtensible
Markup Language (XML) [54] used for data representation on the World Wide Web introduced
the concept of namespaces. The XML namespace mechanism is used for identification other
resources as well, for example for identification of services. The name in a XML namespace is
called Qualified Name (QName) and it is composed from URI-formatted namespace name and
free-form local part. QNames are not URIs, however the World Wide Web Architecture
document [41] strongly recommends the use of URIs for resource identification. Although the
same document mandated mapping between QName and URI this practice is seldom followed,
as there is no universal or recommended mechanism. We see this duality in using QNames and
URIs to identify the same concepts (resources) as harmful to the architecture of World Wide
Web. We account the difficulties in mapping between QNames and URIs to the unnecessary
flexibility of generic URI format, which inhibits the attempts to design an universal mapping
mechanism.

The URIs using the http scheme are considered by World Wide Web Consortium (W3C)
Technical Architecture Group (TAG) to support persistence. The draft finding of the TAG [53]
claims that URIs with Atfp scheme support persistence as well as it is practically possible.
However, the persistence of URIs with http scheme (HTTP URIs) depends on assignment of
DNS name. DNS name assignment can be made reasonably persistent in the mid-term scope
(few years) for well-established organizations. However it is difficult for individuals to obtain a
DNS domain under their control. Therefore it is difficult to implement persistence for HTTP
URIs scheme for individual users.

The W3C TAG draft finding on the use of metadata in URIs [55] recommends that URIs
should be easy to understand, which is also supported by another document [56]. This practice
may be interpreted to encourage the use of human-readable names in URIs. However, human
readable-names are often subject to change, therefore such a practice inhibits persistence of
URIs. The URIs with Attp scheme can support practical mid-term persistence for well-
established organizations and hosting scenarios. But considering the current situation of DNS
name assignment practice the use of HTTP URIs as general-purpose persistent identifiers is not
practical.

The HTTP URIs cannot be considered pure identifiers, as they leak several implementation-
specific details. They define the access protocol to use. Although it argued by W3C TAG [41]
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that the http scheme prefix should not be understood as definition of access protocols, the
practice of distinguishing the access protocol from URI prefix is considered acceptable by the
document published by the same organization [53]. The specification of URI [38] states that
there is a distinction between URI and URL, but it fails to define a method to distinguish them.
The specification of HTTP URIs [39] does not provide such mechanism either. Considering a
practice common in the Internet today and the architectural inconsistencies stated above, we
must consider HTTP URIs to be addresses for a specific use with the HTTP protocol and not a
generic identifiers.

Current architecture of World Wide Web assumes that information always comes from its
authoritative source or a trusted proxy. The HTTPS mechanism is designed to be effective for
protection of information under such assumption. However, the usability of HTTPS is limited
when a parading of the “static Web” do longer apply. For example if a massive replication and
data migration mechanisms are used, there is no single place of data transmission. The
requested information may come from any node in the network that has a replica of that
information. There is no single source of data transmission and there are no trusted proxies.

According to the principles of WWW architecture, any resource of relevance should be
given an URI. The users of Internet can be seen as resources and they are definitely resources
or relevance, therefore they should be given URIs. However, such practice is seldom used and
there is no direct support for that in the World Wide Web standards or architecture.

The semantic web [57] is a proposed concept that builds on top of World Wide Web
principles. The goal of the semantic web is not a distribution and hyperlinking of human-
readable documents, but it is rather focused on the computer-processable description of objects.
The objects are supposed to be described in XML-based data languages, such as RDF [58]. The
semantic web object descriptions are supposed to be ordinary WWW documents accessible
using WWW protocols (usually HTTP). The semantic web does not store realspace objects. A
software system cannot store an apple or a car. It can only store information about the object
(object description). The problems related to this subtle difference were already identified by
Berners-Lee [50]. It may also be an incomplete claim that semantic web stores the cyberspace
objects, as the semantic web itself may only reference them and the objects themselves could
be obtained from other systems (using non-WWW protocols). The semantic web is still under
development and it is not yet widely deployed. The opponents [59] of the semantic web
concept describe severe obstacles to the feasibility and practicality of the semantic web
deployment. Most described problems are caused by the unreliable data in the semantic web.
We consider the described problems as a consequence of the subjectivity of crossing the
realspace-cyberspace boundary. We argue that the same problems apply to the conventional
World Wide Web. However the human consumers of World Wide Web can judge the reliability
of the content, while computers cannot.

6 Proposed Architecture

Proposed architecture is based on a new architectural style RRSS, which is heavily inspired
by REST style [40]. The style is combined with additional styles and constraints to form
proposed architecture of World Wide Web.
6.1  RRSS Architectural Style

A new architectural style, RRSS, is proposed to improve architecture of World Wide Web.
The style defines basic constrains of structuring and representing information in cyberspace,
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while taking into consideration that the origins of these information may be in realspace and
also that it may be used by realspace entities. The RRSS is a conceptual architectural style. The
RRSS architectural style defines four basic elements: Resource, Representation, Source and
Semantics. It also defines the relations and constrains for those elements. The RRSS
architectural style derives directly from the empty (NULL) style.

Similarly to the authors of REST architectural style and the World Wide Web Architecture
we find it is difficult to explicitly define a resource, as it can represent many different types
objects and concepts. However unlike the authors of WWW architecture we want to be more
specific about the meaning of the resource. Therefore we will define the resource indirectly by
defining the properties of the resource:

Resource is a cyberspace entity.
Resource can represent both realspace and cyberspace object or concept.

Resource is a complete, self-contained and consistent representation of object or
concept.

Resource state is dynamic and volatile. It cannot be assumed that a resource follows any
specific state-transition model, unless it is explicitly constrained by additional information.

The resource could be used for a variety of purposes in many different applications. It is not
known whether it is possible to design a single mechanism to represent any resource in a form
suitable for all current and future applications. Therefore we explicitly support polymorphism
by allowing broad range of resource representations.

Resource can be represented in the cyberspace by any number of resource
representations.

Resource representation is a cyberspace entity. If a resource representation is complete,
self-contained and consistent, it may be considered a resource. This possibility is introducing a
recursion in the model which is consistent with the proposed architecture. The provision to
allow any number of representation may be a concern for interoperability, unless a small set of
mandatory representation formats is defined. This mandatory set may change slowly over time
as the system evolves, but still assure interoperability of most of the software components.
There we recommend:

Small number of well-defined and stable resource representation formats should be
standardized and mandated. Resource should provide at least one representation in the
standard format.

The information that forms a resource representing realspace concept is crossing the
realspace-cyberspace boundary and therefore it must be considered subjective. We propose to
generalize that principle and apply it to all resources:

Resource is always subjective.

This generalization would allow to hide the detail whether the resource source is in
realspace or cyberspace from the users of the resource. As the resource is always subjective, a
source of the resource must be considered to evaluate the qualities of the resource:

The identification of a resource source is an integral part of the resource.

According to the model introduced in chapter 3, resource source is a persona. It is not
required that the resource source is a persona that represents a realspace person. Resource
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source may be a persona representing a computer system, for example if the resource represents
results of automatic summation of database statistics. However, we expect that many resource
sources will represent realspace persons, as resources produced by such sources will be most
meaningful and useful for the users. The resource source persona may not represent the
realspace identity of the person. It may be a pseudonym or a persona that only partially reveals
realspace information about the person. Such approach may allow to dynamically tune the
trade-off between privacy and revealing of information for the purpose of inducing trust in the
consumers of the information.

The meaning of the resource may not be interpreted properly having just the resource
representation. For example user that sees a picture on his screen cannot be sure whether the
resource represents the picture or the object shown on the picture. Therefore an unambiguous
semantic description of the resource is needed for a clear understanding of the resource
meaning:

Resource can be semantically described in a standardized computer-readable form. The

semantic description is mandatory for all resources and it must be a part of any interface

that is used to access the resource.

The basic concepts guiding the use of resources in cyberspace should form a foundation for
any of its implementation. Therefore these concepts should not depend on any implementation-
specific detail. For example the resources and representations should not depend on any
specific communication mechanisms, protocol or interface:

The concepts of resource, resource representations, resource source and resource semantic
description must be implementation-independent.

The implementation mechanisms should be build on top of the basic concepts specified
above. The implementation should depend on the basic concepts, not vice versa. The
implementation must provide all the basic concepts and keep the proper relations between
them. This approach will allow to modify or replace the implementation without changing the
basic principles. It is relatively easy to adapt applications to new communication mechanism,
while it is very difficult to adapt applications when the basic operational principles change.

The RRSS architectural style does not contain any constraint concerning resource
identification. This omission is deliberate, as we consider resource identification as non-
essential part of the RRSS architectural style. Any implementation of the style may provide
their own means for distinguishing the resource, while some implementation may use hidden or
implicit identification mechanisms (such as memory pointers). Therefore we will describe the
aspects of resource identification as a separate architectural constraint that can be optionally
applied to the RRSS architectural style. The resource identification constraint is defined as
follows:

Each resource has assigned an identifier that can uniquely and consistently identify the

resource within the whole system.

For the purpose the reliable operation of the World Wide Web the identifiers must be
unambiguously identify the resources. This requirement is partially expressed by the Resource
Identification constraint defined in previous sections, mandating that the identifier uniquely
and consistently identifies the resource. This can be further specified in a form of more
concrete constraints:

Resource Identifier must identify at most one resource.
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Resource identifier that was assigned to a resource cannot be assigned to a different
resource.

Resource identifier scheme must not depend on any structure or concept that underlies the
implementation.

The semantics of the identifier must be opaque to the client applications.

6.2 Revised World Wide Web Architecture

We propose to split the overall World Wide Web architecture to several levels of abstraction.
The split may improve the understanding and visibility to the architectural concepts. Proper
layering of the abstraction can also address different goals of dynamics and interoperability

properties

of the architecture, as explained below. We propose following four levels of

abstraction:

Architectural Styles are the most abstract concepts. There form a set of
architectural constrains that guide the creation of systems with appropriate
properties and qualities. This layer consists of RRSS style and Resource
Identification constraint described above, Layered Client Server, Cache and
Uniform Interface styles described in [40].

World Wide Web Architecture is a set of architectural constraints, rules and
recommendations that define basic principles of World Wide Web operation. These
principles are considered fundamental and it is expected that they will be valid and
applicable for a long time. This layer is described below.

Protocol Specifications provide specific definitions of communication
protocols, data formats and interfaces. These specifications are based on basic
principles, constraining them by specification of implementation details. It is
expected that the protocol specification will be continually adapted to the
implementation needs and that several protocols may exist at the same time for the
same purpose, with different characteristics. This layer is described only marginally
in this work.

World Wide Web Profiles define a set of protocols that are required for correct
cooperation of all World Wide Web components. Profiles are mechanism for
interoperability. Profiles layer is described only marginally in this work.
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World Wide Web Architecture layer is a composition of the architectural styles from the
Architectural Styles layer supplemented by more specific architectural constraints. The goal of
World Wide Web Architecture is to provide guidelines for developers of specifications that
govern the basic operation of World Wide Web. It also specifies fundamental concepts of the
World Wide Web, such as Unified Resource Identifier (URI). Figure XXX illustrates the
composition of World Wide Web architecture as well as the abstraction layers that derive from
1t.

The constraint that the resources must be uniquely and consistently identified is a one of the
fundamentals of World Wide Web simple hyperlinking scheme. One document (resource
representation) may refer to another resource using the identifier. We define Uniform Resource
Identifier concept to fulfill such role:

Resources are identified by identifiers with fixed syntactic rules, called Uniform Resource
Identifier (URI).

The complete syntax and semantics of Uniform Resource Identifiers should be part of the
World Wide Web Architecture. The use of existing naming schemes for URIs should be
deprecated and a single well-defined naming scheme should be defined. The naming scheme
should conform to the Resource Identification architectural constraints defined above. All
entities conforming to current URI syntax and not following the new URI scheme should be
considered Uniform Resource Locators instead.
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There is no constraint that would limit the number of identifiers assigned to a resource.
Therefore different identifiers identifying the same resource are possible. Such identifiers are
sometime called aliases. The existence of aliases makes it impossible to evaluate the equality of
resources by comparing their identifiers. This situation may be confusing for applications, as
applications may refer to the same resource without knowing that it is in fact the same resource.
To address this problem we introduce the concept of canonical identifier:

Each resource must be assigned exactly one canonical Uniform Resource Identifier at

any specific time.

Canonical URI can be used as normal URI to refer to the resource. There can be only one
canonical identifier per resource and each identifier may identify only a single resource.
Therefore it can be easily evaluated whether two identifiers refer to the same resource by
resolving the identifiers to canonical identifiers and comparing resulting canonical identifiers.

The World Wide Web Architecture layer further constraints the concept of resource
presentation into a form that can be used in protocol and data format definitions:

Resource representation is an array of bytes that form the content of the representation
together with metadata that describe representation data format and may describe other
aspects of the resource representation.

Based on the client-server architectural style, we define that resource representation is a
data unit transferred between client and server:

Resource representations can be directly retrieved from server to clients by using access
protocol.

Resources are identified by URI. However the URI should provide no information about the
location of the resource or its representations. We also place no constraints regarding location
of resources and resource representations, not even the constraint that the representations of
one resource should be placed together. Therefore we consider it useful to define a concept that
will represent address of resource representations:

Resource representations are addressed by resource representation locator.

The RRSS architectural style mandates semantic description of the resource. Our proposal
of WWW constrains that and defines semantic description of a resource to be resource
representation. Therefore it becomes a mandatory representation of a resource:

Semantic description of resource is a mandatory representation of that resource.

There must be a clean distinction between resource metadata and representation metadata.
Our solution is to make resource metadata a mandatory representation of the resource. By
constraining semantic description of a resource to the limits imposed by resource
representation we are simplifying the architecture. No additional special mechanism is needed
to handle semantic descriptions. Ordinary access protocol used for resource representations can
be used. This approach also allows the existence of several data formats for resource semantic
description, for example to address innovation (migration from one format to another) and
experimental usage. However we expect that the World Wide Web Profiles will mandate single
data format for resource semantic descriptions.

Based on the model introduced in chapter 3, we can consider resource source to be a
persona. As persona is a cyberspace entity and it can be presented using a set of cyberspace
representation, we will constraint it the concept of a resource source to be a resource:
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Resource source is a resource.

By mandating that resource source is a resource we solve several problems:
. The resource sources can be identifier in the same way as resources, using URIs.

. The representation of resource source can be accessed using the same
mechanism as the resource itself, supporting uniformity and simplicity of the
system.

. The mandatory representation of resource source is a semantic description,
specifying the nature of the source.

According to the constraints of RRSS architectural style the identification of resource
source is an integral part of the resource. Therefore a proper place in the architecture is needed
to express the relation between resource and resource source. We consider the semantic
description of the resource as an ideal place for that, as it is a mandatory element as its purpose
is well aligned with the purpose of resource source identification. Therefore we mandate:

Identification of resource source should be mandatory element in the resource semantic
description.

The global nature of URIs may endanger privacy of personas, if used incorrectly. If a single
global identifier for a persona is used, then all visible actions of the persona and all accessible
resource published by the persona may be correlated and an attacker may gain more
information that was consciously released by the controller of persona. A decent level of
privacy may be maintained if pseudonyms are used instead of primary identifiers. A different
pseudonym for the same persona may be used for each site. Therefore the amount of
information available to the attacker is limited and the danger of exposing additional
information is lower. A simple approach to address this problem would be to use different URIs
that identity the same resource. However, such approach will be hindered by the mechanism for
evaluating URI equivalence. Such URI pseudonyms can easily be correlated using canonical
URI. One possible solution is to create several resources that represent the persona. We can
take advantage of the recursiveness of resource representation. We can model the original
persona as a resource, while the pseudonyms will be representations of that resource. However,
the pseudonyms are resources by themselves, therefore they have their own canonical URIs.
The canonical URIs of the pseudonyms are different, therefore the pseudonyms are not trivially
linkable.

6.3 Validation of the Architecture

Proposed architecture resides mostly on conceptual level. It is considerably abstract, with
only a few concrete proposals. Therefore usual architectural validation by prototyping key
elements is not applicable for this proposal. The architecture is not defined in a sufficiently
formal way to mount a formal proof of correctness. Therefore we have decided to use scenario-
based validation of the architecture. The scenarios used for demonstrating efficiencies of
current World Wide Web architecture were used for validation of proposed architecture. The
solutions to the scenarios compliant with proposed architecture are provided for each of the
scenarios and the solution properties and variants are discussed. Each solution also contain a
list of essential architectural elements used in the solution.

Although the scenario-based validation cannot prove formal correctness of the architecture,
it increases confidence in the architecture appropriateness and usability in a scenarios that are
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close to practice. It is also used a checking mechanism to uncover any obvious problems. The
list of essential architectural elements in each scenario is used to make sure that all of proposed
architectural constructs are used and therefore none of them is obviously redundant.

The goal of the validation is to show that the proposed architecture is an improvement over
the original World Wide Web architecture, which is demonstrated on the scenarios described in
the dissertation.

Proposed architecture introduces a couple of drawbacks and trade-offs. Multi-step name
resolution is a direct consequence of URI abstractness. Location-independent identifiers
naturally introduce additional level of indirection therefore increasing the overhead of name
resolution. Mandating semantic description and resource source identification introduces
additional complexity to web servers. However web applications are usually already aware of
the nature of resources they present and they usually also know the source of the resources,
therefore it may be feasible to handle such additional complexity.

The proposed architecture is specified on conceptual level only. Although the architecture
was validated by walking through a set of scenarios, it is expected that more drawbacks will
surface when the architecture will be applied to the design of individual components, protocol
specifications and profiles. We do not consider such event to be a failure of proposed
architecture as long basic architectural principles holds. Such problems are expected and once
they are uncovered they should be fed back to the architectural process, inducing changes in the
proposed architecture, following a sound iterative development approach.

7 Contributions to the Field

The motivation of this work was to discuss what went wrong in the course of Internet
evolution and to propose and improvements that could help change the Internet to a more
desirable environment. The focus of this work was on the most important part of the Internet:
the users. To lay the foundation for this work, we have examined the interactions of the physical
personas with computer systems. In chapter 3 we have proposed a model that can explain some
of the aspects of such interactions. It was demonstrated how the proposed model could be used
to evaluate such properties as identity and anonymity. We consider the model still being in its
infancy and we expect that follow-up work will substantially extend and improve it. However,
we have demonstrated the usefulness of the model by applying it to the evaluation of current
World Wide Web architecture, identification of architectural problems and proposals of
improvements.

This dissertation have identified major problems in the Internet architecture, especially the
problems of the architecture of World Wide Web. The major problem areas include:

. Addresses being used for identification purposes, including IP address and some
URIs.

. Assumption that World Wide Web resources are static.

. Weak definition of World Wide Web interfaces and inconsistent application of
architectural principles.

. Vague meaning of World Wide Web resources.

. Protocol-dependence of World Wide Web Architecture.
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. Inappropriate security mechanisms.

Revised architecture of World Wide Web is proposed in chapter 6. The proposal is based on
the evaluation of the problems of current World Wide Web architecture. It is attempt to amend
the basic architectural principles and guidelines, especially in a way that would reflect the
implications of the model provided in chapter 3. We have proposed to divide the field into
several four layers of abstraction with different requirements for design stability and dynamics.

The architectural styles layer defines RRSS, a new architectural style inspired by the REST
style. The RRSS style builds on four basic components: Resource, Representation, Source and
Semantics. While the concepts of resource and resource representations are adopted from the
REST architectural style, the concepts of resource source and semantic description are our
additions to the architectural style. Especially the concept of resource source is an implication
of our model on the architecture of World Wide Web.

The RRSS architectural style, combined with other styles is applied to the World Wide Web
architecture. The result is (still abstract) set of architectural guidelines that govern the basic
principles of World Wide Web and provide foundation for protocol specifications. The World
Wide Web architecture combines the architectural constraints of RRSS and other styles to adapt
them for the World Wide Web environment. A redefined concept of Uniform Resource
Identifier (URI) is outlined in a form of ideas and requirements, while specific definition of the
URI is left for future work. The concept of resource source is specified in a more concrete
form. It is defined as a resource representing a persona of resource owner. Such recursiveness
simplifies the principles of the model, while not constraining its flexibility. Security and
privacy aspects of proposed architecture are shortly discussed as well.

The basic ideas of World Wide Web specifications and profiles are outlined, however they
are not considered to be a focal point of this work. The end of chapter 6 summarizes a set of
changes to current World Wide Web architecture document to make it compliant with proposed
architecture. A short outline of a migration process from current World Wide Web to the
proposed architecture is also provided.

The primary principle of this work is that the crossing of realspace-cyberspace boundary is
subjective. Therefore all information in the cyberspace should be regarded as opinions, rather
than unquestionable truths. The implication of that principle is the introduction of the concept
of source to the RRSS architectural style. This concept is then reflected to the World Wide Web
architecture in a form of resource source identifier in a resource semantic description. Such an
approach will effectively make the identity-related mechanisms an integral part of World Wide
Web architecture.

The objectives of the dissertation that were defined in chapter 2 were met. This work makes
the following contributions to the research within the field of Information and Computer
Science:

. A model that describes interactions between realspace and cyberspace,
especially focused on representation of personal data in the cyberspace.

. A mechanism for evaluation of anonymity and identity based on the proposed
model.
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. Assessment of architectural inconsistencies of World Wide Web architecture.
Both internal inconsistencies and problems uncovered by the application of the
proposed model are described.

° A definition of RRSS, a new architectural style for representing information in
cyberspace while taking into consideration their potential source and target in
realspace.

° Application of the RRSS architectural style together with other previously
described styles to a World Wide Web architecture, resulting in a proposal of
improved architecture for World Wide Web.

Conclusion

The Internet and World Wide Web are revolutionary technologies. They allow people to
cooperate and efficiently share information. The Internet was not created in its current form, it
has rather evolved in time. Similar evolution also applied to the World Wide Web, however that
was partially guided by the architectural principles of REST. Such evolutionary approach
worked perfectly to address simple needs of the environment and guarantee the survival of the
Internet and World Wide Web. However, it failed to address more complex needs, such as
privacy and data authenticity.

Up until recently most of the information available on the World Wide Web were public or
intended for public usage. This paradigm of the “static Internet” is changing. Large amount of
non-public information is being transferred over the Internet. This information cannot be
simply classified as private or public. The classification is of much finer grain and contains a
degree of fuzziness: share information with my friends, with magazine subscribers, with
business partners, with premium customers, etc. The organization of the Internet into strictly
separate sites may also be challenged. The rise of peer-to-peer networks does not operate on the
concept of a site. Replication and migration of data on demand is a modus operandi of these
networks. Therefore the concept of “source of data transmission” is no longer useful for these
networks. The parading of “few publishers, many readers” has transformed to “few publishers,
many contributors, hordes of readers”. The World Wide Web is no longer read-only
information system, it becomes writable. However, these paradigm shifts are not well supported
by current World Wide Web architecture.

We have proposed an improved architecture of the World Wide Web, adapting the basic
architectural concepts to meet new requirements. Our architectural work was guided by a model
of realspace-cyberspace interactions, that guided basic architectural ideas. The architectural
form was shaped according to its desired function, seeking to induce good cooperation in the
environment of responsibility and preserve privacy of the users.

The work to reshape the World Wide Web is far from complete, it is rather at its very
beginning. This work lays a basic conceptual foundation for future works that can add more
technical details, shape the specification and test the system in practice. The architecture of
Internet-based system cannot grow on a green field. They need to coexist with currently
deployed and widely used technologies, even if the deployed technologies are far from ideal.
Our architectural proposal is formed as an extension and improvement of existing system:
World Wide Web itself. We hope and believe that our work can help change the thinking
behind the World Wide Web architectural to be more focused on the nature of the provided
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information, more supporting to the ad-hoc cooperation of people while preserving their
privacy.

Zhrnutie

Internet a World Wide Web boli vyvijané evoluénym spdsobom nasledujic meniace sa
poziadavky pouzivatefov a spdsoby vyuZzivania technolégii. Momentdlne poziadavky na
dynamiku informdcii, interaktivitu a efektivitu spoluprdce nitia technolégie k dalSej zmene.
Tato zmena zasahuje hlboko do zdkladnych principov a preto je potrebné revidovaf jadro
architektiry World Wide Web-u.

Cielom préce je zlepsif architekti WWW s ohladom na zmenené poZiadavky. Prica sa
zameriava na konceptudlnu droveii architektiry, kedZe nie je redlne v jedinej praci obsiahnuf
tak Siroku tému ako je kompletnd architektira WWW.

Praca predstavuje model popisujuci interakcie medzi skutoénym svetom a virtudlnym
svetom ktorého cielom je lepSie porozumenie zdkladnym principom a obmedzeniam. Model
definuje dva svety: redlny svet (realspace) a virtudlny svet (cyberspace). Informdcia, ktord
prechddza medzi tymito dvoma svetmi musi byt povaZovand za subjektivnu, kedZe spolahlivost
takejto informdcie nie je mozné priamo overif. Zdroj z ktorého informécia pochadza je rovnako
dolezity ako informdcia sama. Model je zamerany najmi na informécie o redlnych osobach vo
virtudlnom svete. Ddtovd Struktdra, ktoré opisuje redlnu osobu je nazvand perséna. Model
skima vzfahy medzi osobami a persénami z ktorych vyplyva anonymita alebo identita osoby.
Hranica redlneho a virtudlneho sveta vSak zabrafiuje pouzitiu tychto pojmov v praxi, preto
model definuje pojmy analdgie a heteroldgie persén. Analdgie a heteroldgie je mozné
vyhodnotit priamo na persénach a preto moze byt pouZitd ako praktickd aproximaécia identity a
anonymity.

Spravna architektira musi vychddzaf z vlastnosti a obmedzeni prostredia ale najmi z
poZziadaviek pouZivatefov a cielov ktoré md naplnif. Z tohto dovodu prica diskutuje o
Ziadicom prostredi ktoré md architektira podporovaf. Priaca diskutuje o poZiadavkich na
sukromie pouzivatelov, zamerand najméd na vhodny pristup k spracovaniu osobnych tdajov.
Doévera medzi pouzivatelmi Internetu je rozoberand, najmd s ohladom na ad-hoc interakcie
medzi pouZzivateImi bez poziadaviek na predchadzajici dlhodoby vzfah. Mechanizmy zaloZené
na principoch reputécie pouZzivateTov st doporucované ako mozné rieSenie.

Model a analyza prostredia si pouZité na zhodnotenie aktudlnej architektiry World Wide
Web-u. Prica odhal'uje nesulad architektiry WWW aktudlnymi poZiadavkami ako aj vnitorné
architektonické inkonzistencie, ktoré si v praci detailne popisané. Najmd nejasné definicie a
rozporuplné architektonické rozhodnutia si povazované za prekazky dalSieho rozvoja WWW.
Problémy si demonstrované na sade scendrov, ktoré je zlozité implementovat pri zachovani
sucasnej architektury.

Prica navrhuje zlepSend architektiru v podstatnej miere zaloZeni na novom
architektonickom Style nazvanom RRSS. Tento §tyl kombinuje Styri zdkladné pojmy:
informdciu (resource), jej reprezenticiu (representation), zdroj informdcie (source) a
sémanticky popis (semantics). VSeobecny architektonicky Styl RRSS je pouzity pri ndvrhu
zlepSenej architektiry WWW.

Navrhnutd architektira je rozdelend na niekol'ko vrovni abstrakcie pre l'ahSie porozumenie a
jednoduchsiu udrzbu architektdry: droveti architektonickych Stylov, droveri architektiry WWW,
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tiroveti $pecifikacii a troveii profilov. Uroveii architektonickych §tylov je velmi abstraktnd, o
obmedzuje nutnost ¢astych zmien ale vylucuje jej priamu praktickd aplikdciu. Na druhej strane
droven profilov je velmi konkrétna a priamo implementovatelnd, ¢o vSak znamend velké
mnozstvo zmien. KedZe prica je zamerand na konceptudlnu drovei WWW, pozornost bola
venovana najmai na trovni architektonickych Stylov s presahom do drovne architektury.

Navrhovand architektira je overend validdciou zaloZenou na scendroch. Je ukdzané ako
navrhovand architektira dokdZe podporovaf scendre, ktorych implementicia je zlozitd pri
sicasnej architektire WWW.
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