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Co?

e Digital Identity
* Network Identity
 |nternet Identity
 Federated ldentity

 Bezpeclnost ako ju nepozname
e Buducnost ....
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Ako to celé zacalo?

In the beginning, there was a (pass)word
Prvé heslo: UNIX

Druhé heslo: NT domain

Tretie heslo: Internet site

Stvrté heslo: Intranet site

Piate heslo: Dal$i Internet site

Sieste heslo: edte dalsi Internet site

i Business Global Systems



Auth, Autz & WWW




X.509 digitalne certifikaty

ITU-T Recommendation

cn=Radovan Semancik
CA =P |serial=007
+ expire=31/12/2002

==9)
=9 2
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X.509 digitalne certifikaty

cn=Radovan Semancik |
wal—NN

expire=31/12/2002




X.500 Distinguished Name

cn=Radovan Semancik, o=bgs, c=sk
uid=semancik, ou=people, o=bgs, c=sk
dc=semancik, dc=bgs, dc=sk
uid=semancik, o=bgs.sk
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X.500 Distinguished Name

uid=semancik, ou=people, o=bgs, c=sk
cn=gildir, o=sklug, c=sk

nick=Gildir, dc=silcnet, dc=org

cn=gildir, dc=perlmonks.org

Uid=gldr, o=overcrowded-site

Uid=rse, ou=partner, o=bigcompany.com

N

u
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X.509 digitalne certifikaty

CCa $40k

=0

cn=Radovan Semancik
serial=007
expire=31/12/2002

~0 2
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Certifikacna autorita
Overovanie totoznosti
Vydavanie certifikatov
Zneplatriovanie certifikatov

Udrzovanie evidencie

... a to vSetko plati pouzivatel ($$$)

i Business Global Systems



A co PGP?

* NerieSi problém — Ako overim klU¢:
looser@whatTheHell.com

* Preco by som mal verit Ferovi, ktory

tvrdi, Ze jeho brata psa kamarat ma
nana, ktory v bare stretol kolegu a overil
jeho verejny kluc?

« PGP vhodné pre malé nasadenie, ale
nie globalne

TBGS

s Global Syste



Sci-fi ... a stale problemy

Mam len dve identity = dva certifikaty
* uid=semancik, ou=people, o=bgs, c=sk
e cn=gildir, o=community, c=org

Dam do certifikatu email? — SPAM
Dam do certifikatu adresu? - shopping
Dam do certifikatu rodné cislo? - gov

i Business Global Systems



Registracne formulare

First name: « Country:

Last name:  E-mail address:
Title:  Work position:
Company name:  Would you like to
Address: receive product
City: updates?

AP Grrrrrrrrer!
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. ale

Vcera: Realname, adresa, emaill, teleféon
Dnes: Cisla kreditiek, ndkupné preferencie

Zajtra: stav uctu, datum narodenia,
narodnot, rasa, sexualna orientacia, ...

Where do you want to go tomorrow?

TBGS
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Sloboda vyberu
Kto bude Identity Provider?

e Moja banka

-

e MO| zamestnavatel

« MOj ISP
e ... Niekto komu doverujem

i Business Global Systems
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Digital Identity

« WWW aplikacie
e Single Sign-On
e Pouzivatelské profily
* \Web services
 WS-Security
 Bezpeclneé transakcie
A Co PKI?
 Na urovni SAML

« Autentifikacia pouzivatela
TBGS
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Privacy, User In contro
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Digital Identity technologie

Base: eXtensible Markup Language (XML)
Security Association Markup Language (SAML)
XML Key Management Specification (XKMS)
Platform for Privacy Preferences (P3P)

Web services security specification (WS-Security)
e Microsoft, IBM, Verisign, Sun Microsystems

Liberty Alliance Project
e Sun Microsystems, HP, SONY, RSA Security, NOKIA, ...

Microsoft TrustBridge & Palladium Projects

TBGS

Business Global Systems



Security Association Markup
Language (SAML)

* Transport of ‘assertions’ across systems
« Authentication assertion
 Attribute assertion
o Authorization assertion

e Origin: OASIS
e Uses XMLdsig and SSL/TLS

i Business Global Systems
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Authentication assertion

Dolupodpisany ldentityProviderl tymto
potvrdzuje, ze pouzivatel ,D3ADB33F* sa
uspesne prihlasil dina 04/02/2002 00:42:00 za
pouzitia ,silnej* autentifikacie.

V charon.bgs.sk dria 04/02/2002 01:10:15,
ldentityProviderl, v.r.

(samozrejme zapisané v XML)

TBGS
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zaver

* Digital identity
e Bezpecnostna infrastruktura
e Sukromie, bezpecnost, pohodlie
e Vacsie moznosti

TBGS
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What do you want to know
today?




Dakujem za pozornost

Ing. Radovan Semancik
Business Global Systems
semancik@bgs.sk
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