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Value of the network grows as
the square of the number of nodes.
-- Metcalfe's law
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Complexity problem

= VySSia distribuovanost = vyssia zlozitost

= Potrebujeme lepSie nastroje na manazment
= Musime vybudovat infrastruktiru

» Zivotny cyklus aplikacii

= Manazment zdrojov

Security

Interoperabilita

Robustnost, dostupnost
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Z..  Podnikové aplikacie
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Internet: Web aplikacie
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Web Identity
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Prinosy Web Ildentity

(Pouzivatel)

= Pouzivatelské pohodlie a nové sluzby
= Jednoduchsia (=lepsSia) autentifikacia
= Uz ziadne registracné formulare
= “Nativna” personalizacia, preferencie (any device)
= Prisp6sobenie obsahu (tech to tech, sales to sales, ...)

= Sukromie a ochrana udajov
= Pouzivatel rozhoduje (dovera)
= MO6zem poskytnut len relevantnu ¢ast identity
= Mozna automatizacia (P3P)
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Pouzivatelsky pohflad
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Prinosy Web Ildentity

(Service Provider)

= Jednoduchsi pouzivatel'sky manazment
= Uz ziadne zabudnuté hesla, testy zivosti, registracie
= LepsSie informacie o zakaznikovi (aktualne, legalne, ...)
= Zodpovednost za ochranu udajov je hlavne na IDP
= VVySSia uroven sluzieb za nizSiu cenu
= Personalizovany obsah aj pre novych pouzivatelov
= Klubové zlavy, vernostné programy, ...
= Pokrodcilé sluzby
= Reputacia, neplatici, zavazkys, ...
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Service provider
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dentity Provider (IDP)

= DOvera, dovera, dovera, dovera a zase dovera
= Banky, Telco, ISP, Statna sprava

= Poskytuje “outsourcing” bezpecnosti
= Zdielanie nakladov (HW + SW + Expertise)

= Viac urovni bezpecnosti

= “Zladna” autentifikacia — len personalizacia
= Autentifikacia heslom — vacsina funkcii
= Silna autentifikacia — citlivé funkcie
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Digital Identity vs X.509

= X.509 — technologia “elektronického podpisu”
= Komplikovanég, neflexibilne, slaba interoperabilita
= Samotny el. podpis v nedohladne
= Vysoké naklady
= Problém sukromia (ake udaje budu v certifikate?)
= X.509 vyuzivané na Internete
= Server certificates — SSL, IPsec, ...

= “Tazka” infrastruktira medzi servermi
= Pre pouzivatela je lepsie SAML, XKMS a spol.
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Digital Identity
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ZZ.. Digital Identity — Budicnost
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Digital Identity Step by Step

Unified User Management
= Directory (LDAP), Metadirectory
Build Better Policy

= Directory, Roles, Authentication server, ...
Single Sign-On

= |dentity Server

= Modify applications — agents
Digital Identity

= Redesign systems, New services

= GOSN =i
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V4
Zaver

Monolithic - Distributed "’%

= Budujte sluzby, nie aplikacie

Spravny postup 1 234

= Unified User Management je predpoklad

= Single Sign-0On je len len zaclatok
= Digital Identity je ciel

ldentity Outsoucing n
= NizSie naklady, vyssSia uroven sluzby
Budicnost }
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Questions?
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Dakujem za pozornost

Ing. Radovan Semancik
Business Global Systems
semancik@bgs.sk
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