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“Buzzword”

buzzword
. stock phrases that have become nonsense through
endless repetition cant
WordNet
ERP .
_ Enterprise Infrastructure
Portal computing Secure
CRM
B2B Solution
Open
System
YSP )I; S Internet technology
roject goa
XML Integration
Firewall

Trusted



Buzzword Bingo!

e | Proces | Internet | B2B | Network |
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e | Portal | Protection | Architecture | Server |
UNIX |
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e | Security | Desktop | Preformance | System_|
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VSeobecné kecy ...



HITH

= |T = Information Technology
= |CT = Information & Communication Technology
= “InfokomunikacCné technologie”




“Internetove technologie”

Technoldgie, ktoré vznikli alebo sa vyuzivaju na
Internete

Internet, internet, intranet, extranet, ....

TCP/IP, HTTP, HTML, XML, SMTP, MIME, IMAP,
POP3, Java, ...

A|] “adoptované”. X.509, LDAP (X.500), H.323, ...
Internet — decentralizované prostredie

c =g




“Enterprise”

Enterprise = podnik, velka organizacia

Vacsinou uzatvorene prostredie spravované
centralnou autoritou

Intranet — vnutorna siet zalozena na TCP/IP a
spol.

Legacy aplikacie = dediCstvo, staré ale potrebné
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“Service Provider”

ISP — Internet Service Provider
ASP — Application Service Provider

Telco — Telecommunication Service Provider
IDP — Identity Provider
CA/RA — Certification/Registration Authority




Ako to vidi technik ...

A Service Provider \egalomanské riesenie
(Datacenter)

Enterprise «  Pouzitelné, ale drahé K&~

AN

SME Drahéa hracka
Small to Medium Enterprise
SOHO - HracCka ()

Small Office, Home Office

Ako to vidi
obchodnik ...
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“E-Commerce”, “E-Business”

B2C — Business to Customer

r— f};

}\\\\\\\\\\
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B2B — Business to Business




E-Commerce Evolution (Part I)

1998 1999-2000 2001
T BGS



E-Commerce Evolution (Part I1)

2001 2002 2003 - ...



Integracné kecy ...



“Integracia”
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“Integracia”

Opak “dezintegracie”




Podnikové systemy

Office Windows
Applications Domain Database

Enterprise
Application

Database
Application

Networkl;
Servers

Malil Server

Database |
Network Firewall
Devices



Komunikacie medzi systémami

R

< <
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“Integracia”

Architektura “Spaghetti”
Pag TBGS



“Integracia”

Integration
Server

prad

Architektura “Hub & Spoke”
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“Integracia”

Enterprise Application Integration — EAI
Systémovy Integrator — Firma, ktora integruje

= EAIl — zliepanie ponikovych aplikacii

= RieSenia — dodavka uz integrovanych celkov
Je to vcelku dobry a vynosny business &

= Lebo podniky su “dezintegrovane”

= Lebo COBOL, Mainframy, Legacy systemy, ...
Podnikom to Setri peniaze

= MOzu sa zbavit drahého COBOLuU ...




“Portal”
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“Portal”

= Internet Portal
= zoznam.sk, atlas.sk, cokolvekzaujimave.sk
= Obsah: Linky, vyhladavanie, chat, Clanky, ...
= 99% zabava a volny Cas
= Intranet Portal — Enterprise Information Portal (EIP)
= B2E, B2B, B2C
= Obsah: Aplikacie
= 99% praca, ciel: produktivita



Intranet Portal
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Intranet Protal Screenshot

File Edit ¥iew Tah Seftings Bookmarks Go Tools  Help

=] Back . [= . & i} Home (& Stop|100 -} oF Ihtlp:ffalien.bgs.sk:ﬁﬂﬁﬁfportalfdt

E ¥ altavista Goo

(¥ Freshmeat (¥ iBank (¥ GDict ¢¥ Weather (¥ NASDAG (JBGS [JMisc (O Sites (¥ Castle STORM

Sun™ONE Potral Server

My Front Page
nt L

User Information BIC Search

P EE RS
Welcome! _ Flease enter at least one attribute

T o R E—

karch 24, 2003 6:06 PR City: I

113 minutes left Mame: I—

30 minutes max idle time

Tarantella

Webtop for sernancil:
NES Interest Rate

EEEE

tna sadzba)
tendre

Star Office 6.0

@ Usitig Wour Wehtop

WT420 (alien’)

Zakladna tirokova sadzba NBS (do 31. 1
a limitna drokova sadzba NBS pre dvojty

Limitna urokova
dtpad (alien) od Diskontna arokeva sadzba sadzba MBS pre

sadzba MBS dvojtgzdiiove
(] stterm aten 18.11.2002

REPO tendre
- 8,50 %
wclock galien) 30.10.2002 17.11.2002 8,00 % 8,00 %
27.04.2002 29.10.2002 §,25% 8,25 %

wmaession (alien ) 01.01.2002 26.04 2002 TrSH® TS H
26.03.2001 31122001 5,80 % TSR
27.12.2000 25.03.2001 G,80 % 5,00 %

> s 4
! 31.06.2000 26.12.2000 6,560 % 5,25 %
Weather - T__OHGRROW 29.05.2000 30.05.2000 8,80 % 5,50 %

* 4 13.01.1998 28.05.2000 8,80 % -

i 05.10.1995 12.01.1996 975 % =
B 17.03.1995 05.10.1985 11,00 % =
y 20.12.1993 16.03.1985 12,00 % =

y 01.01.1993 19.12.1983 9,50 % =

Weatherforecast

Wy svetliviy: Ij Bankova rada MBS ha svojom 26. rokovani dia 12, decembra 2002 rozhodla o zavedeni zakladne] drokovej sadzhby
Marodnej banky Slovenska od 1.1 2003,
Z8klacing drokowa sadzba Narodnej banky Slovenska je drokovd sadzba Maradnej banky Slovenska
pre dvoityZdfowé REPOD tendre.
Ak s vo vieohecne zavaznvch praviyeh predpisoch pouZiva pojem | diskontna drokova sadzba Marodne) banky
Slovenska™, alebo  diskontnd drokova sadzba Statnej banky fesko-slovenske]”, rozumie sa tm zakladna drokova
sadzba Marodnej banky Slovenska,
Uravefi diskontre) sadzby Marodne] banky Slovenska je poéndc 1. janudrom 2002 totond s drovfou Timitne)
Urakovej sadzhy NES pre dvaoityZdfiowé REFD tendre”.

www.meteo.sk

Sun 0N E Information
Mews and information about Sun

& The latest word from Sun OME. .

& The latest word from Sun Microsysterns..
Loading webtop...
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Vnutornosti Portalu

o |t MH N
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[ Adapter EEE
Portlet Portlet Portlet Identity

Gateway L Mngmt

M
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“Personalizacia

Prisposobenie obsahu konkrétnem

pouzivatelovi

Podla pracovnej ulohy, podla zelania

Rozlozenie nastrojov, farby, vzhlad

“Ahoj Radovan

 Sun ONE Portal Server 6.0 - Galeon
l File Edit WView Tab Setings Bookmarks Go Tools Help
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Enter URL Belo:
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Everything you want to know about
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SUEONEFomelbade Pre-Configmed \Web Service Channl
Netiail Local Installer

MadCheckProvider

XML Test Channel

16.240000 Open
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NBS Tnterest Rate

Zakladna tirokova sadzba NBS (do 31. 12, 2002 diskontna sadzba)
a limitna urokova sadzba NBS pre dvojtyzdiové REPO tendre
Liitnd irokova
Diskontnd. i) sadzba NG pre.
oa oo T irokosgsatene Lo
REPO tendre
iz | - 650% ~ est |
0002002 | izt 2002 800 % - 800 %
Zroazo0z | 2802002 825 % = 825
012002 | 26042002 735% - 775%
2505200 | 31122001 850 % = 775 %
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1301189 | 29052000 850 % E B
06101995 | 12011596 375 - -
17031565 | 05101995 T1,00% = 5
— 2002185 | 16051585 1200% = =
Oroites | iaizi5e S50 % E B
s Wovetiviy okovani dia 1 -
Si] Nerodiej banky Slovenska.od 1.1 20
Zikiadnirckova sadia Nkroding barky Slovensi s irokov sadzba Nirocin) barky Sovenska
pre dvoitjZdnove REFO tendre.
52 vo vieohecne - isoch pousi _liskonins (rokovi
SunONE Tntormstion Slovensia’, ko Stdir banky G 3 don

saudioa Nirocine Bariky Siovensia.

e saceby Nrode i 1. o totodng s iroviiou lmitne]
[EDEIIER e irokove) sadzby MBS pre cvojtyzdiov REFD tencie

& e tatest word from Sun ONE

narodeninam”

Business Global Systems



Bezpecnhostné kecy ...



“Firewall”




“Firewall”

Router/Bridge

3 =p =P 34
€ € ¢ 4
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“Firewall”

Jednoduchy Super
Bezstavovy | Hyper
Paketovy l ‘ Mega
Filter Firewall
7
6
5
4 Jednoduchy
E Stavovy
2 Filter
1

@ I
=

D

w

w

Qm
5]
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Moderny firewall

Firewall device ———— Content Inspection
“-., Server
| \
I \ L7

5 | Management Filter_ing_
I Server o Authentication
| Logging

Authentication

v

L4/7 Filtering
VEGREGEInEhd Gateway Module

Y t //L3/4 Filtering

%
Filter Module ®*™—a

Kernel

Firewall device
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Nasadenia Firewallov

TBGS
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Defense in Depth

Enterprise

R
»

NI

AN

Si= Datacenter



Jediny uplne bezpecny firewall

“The Air
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“Security”, “Secure”, “Trusted”

Bezpecne?

i Business Global Systems



“Security”, “Secure”, “Trusted”

Bezpecné?

i Business Global Systems



“Security”, “Secure”, “Trusted”

Firewall

BezpecCnejsie?

i Business Global Systems



“Security”, “Secure”, “Trusted”

Firewall

i Business Global Systems



“Security”

= Zakon relativity
= Musime vediet Co chceme — Poziadavky
= Co chceme chranit, akdi to ma hodnotu? (Assets)
= Kto na mna bude chciet’ utocCit? (Treats)
= Aké su moje slabiny? (Vulnerabilities)
= Bezpecnost je proces, nie produkt
= O bezpecCnost sa musite starat’ (stale!)
= Reaktivny proces: akcia >>> reakcia
= Kontrola logov, patchovanie, redesign, ...



“Secure”, “Trusted”, ...

= “Nas systém je bezpecny, lebo Sifruje udaje
pocCas prenosu”

= Realita: Vlastna Sifra podobna cézarovej, kluc
2438bitov dlhy, vygenerovany z hesla s
20bitovou entropiou, ulozeny na disku

= “Systém splna podmienky mission critical
bezpecCnosti, pouziva standardny protokol
SSL”

= Realita: Root certificate store obsahuje asi milion
roznych CA, vSetky “fully trusted”, vCetne “Horna
Dolna CA, s.r.0.”

= Trusted — znamena “doveryhodny” alebo “musim
mu doverovat™? -



Business Firewall

e | Portal | Protection | Architecture | Server |
UNIX |

C " . D BGS
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Any “Questions”, “Comments”,
“Requests”, “Proposals”, “ldeas”,
“Buzzwords” ?
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Business Global Systems, a.s.

Thank you ...

Ing. Radovan Semancik
Chief Information Officer

Business Global Systems, a.s.
Pluhova 2
832 48 Bratislava

semancik@bgs.sk
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