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Sucasny stav IT Security

= Nekonzistentne bezpecnostnée politiky
= Nekonzistentné databazy pouzivatelov
= Perimeter security je neefektivna

= Rychle virusove infekcie

» Utoky z vnutra organizacie

= Patching doesn't work

=|dentity Crisis

i Business Global Systems



Business Global Systems,

Identity Crisis

= Nikto nevie, kto ma mat kam pristup

= Nikto nevie, kde vSade ma zamestnanec pristup
= Pristupy na firewall/VPDN ine ako do IS

= Mobility vs Security

= VVysoké naklady: help desk, prestoje, zmeny

It's clear identity has become a strategic business issue, not
just a technology issue.
-- Jamie Lewis, president of consultancy Burton Group
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Mytus centralizacie

= Jedna databaza/directory/Cokolvek

= Rychlo nekonzistentna

= Nakladne na udrzbu

= Bezpecnostne riziko

= Nie vzdy technologicky mozne (SQL join, offline, ...)
= Nutna synchronizacia

» Nekonzistencia

= Rozne UID
= Rbzne typy pristupovych prav
= Neexistuje struktura roli
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Technologie spravy pouzivatelov

= Directory Server (LDAP)
= Nutna podmienka, nie vsak postacujuca
= Len databaza, ziadna inteligencia
= Provisioning system
= Synchronizacia udajov, workflow
= OrganizacCna struktura role
= Metadirectory
= Jednoduché pravidla, obmedzenia (rovnake uid)
= User Management, Doméenove systemy, ...
= Jednoduché, jednoucelove, prvy krok
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Sposob prace Provisioning Servera
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Databaza vs Metadata
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Agenti vs Rozhrania

Agentovy pristup Bezagentovy pristup
Cielovy Cielovy
| ’ - systém | ' - systém
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rozhranie rozhranie
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Workflow

-

34567889
Radowvan
Semanc¢ik WMC
IT Architect
- TC-1023

System Division

semancik:x:101:..

BGS group: admin
7\
NET SYS
/\ / \ login: 's'ér'riéh"ci'\

IP Data SE Devel —p role: teamLeader
e divisionﬂ:

Directo
; T BGS

Se rve r Business Global System



Business Global Systems,

Dolezite specifikacie
Lightweight Directory Access Protocol (LDAP)
Directory Services Markup Language (DSML)

Service Provisioning Markup Language (SPML)
Project Liberty Specification, Phase |

Project Liberty Specification, Phase |l
WS-Security
WS-Federation
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Service Provisioning Markup
Language

Jazyk pre Provisioning systémy zalozeny na XML

Standardizacia: OASIS Provisioning Services Technical
Committee

Zalozené na DSMLv2, spolupracuje so SAML a WS-
Security

Standardné rozhranie — lahka integracia

) =
Q) <‘SPML‘m
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Liberty Alliance Project
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User Management Projects

= Central User Management Project
= Centralna sprava zamestnaneckych pristupov
= VVyrazné financné Setrenie
= Provisioning Server (Sun Java System ldentity Manager)

= Customer Identity Management Project
= Sprava zakaznickych pristupov
= Velké mnozstvo zaznamov, malo systemov
= Metadirectory, Directory-based replikatory
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Digital Identity Projects

= Single Sign-On Project
= Intra-enterprise systematic SSO

= Zaklad komponentu pre SOA
= SSO server (Sun Java System Access Manager)

= Digital Identity (Federation) Project

= Externé (internet) SSO
= Externe zdielanie atributov
= |dentity Provider
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Zaver

Jednotna sprava pouzivatelov je prvy nutny krok
Single Sign-On a Digital Identity az potom
Orientacia na Standardy

Dobra architektura

It is possible to deploy identity in incremental steps, but you
won't succeed if you haven't built an overall plan before you
start.

-- Phil Becker, Digital ID World
1 BCS
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Otazky
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Dakujem za pozornost

Ing. Radovan Semancik
Business Global Systems, a.s.

Pluhova 2
83248 Bratislava

’ semancik@bgs.sk
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