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1 Introduction

The Internet becomes an universal communication medium of this century.
Internet links carry all the different kind of traffic: web pages, interactive sessions,
business transactions, voice, video and many more. Most of the information carried
by the Internet is private and needs an appropriate protection. It is apparent that
a mechanism is needed to authenticate different Internet users and control their access
to resources. Many authentication schemes and security infrastructure architectures
were developed, but not all of them are suitable for Internet global environment.
Service levels provided by different schemes vary in scalability, manageability and
efficiency. Selected security methods are considered in this work and their suitability
for Internet environment is evaluated. Special attention is paid to the schemes suitable
for the emerging web services environment. Several digital identity systems are
considered in this work, including Microsoft Passport and Liberty Alliance Project
and their characteristics are evaluated. The Security Association Markup Language
(SAML) is described as a firm base for the digital identity systems and web services
security mechanisms.

The next section provides an overview of the relevant Internet technologies.
The rest of this work is based on these technologies and provides an description
of security mechanisms that are used to secure the Internet applications and services.

The section 3 covers the authentication and access control systems that are used
on the Internet today. It is focused specifically on the X.509 PKI..

The section 4 describes digital identity systems and evaluates their
characteristics. Special attention is paid to the Security Association Markup Language
(SAML) and its use in the identity systems.
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2 Overview

Internetapplicationsaredistributedapplicationsbuilt on the internetprotocols
and operate in the global Internet environment. Many different application
architectureswere used in this environment, but since the spread of WWW
technologies these became the primary application platform of the Internet.

2.1 World Wide Web
The World Wide Web (WWW) technologyemergedin early 90's and was

designedfor a hypertextmanagementin the scientific community.However,it was
soondiscoveredthat the full potentialof WWW was far beyondthe plain hypertext
functionality.

2.1.1 Static Web Content

First web pages were plain scientific hypertext documents, but as the acceptance
of theWWW grew,moreandmorefeatureswereintroduced.Whenthefirst graphical
WWW browsersemerged,HTML languagewas extendedto allow the pagesto be
designedin a more attractive manner. Nevertheless,most of the WWW content
remained static and passive.

2.1.2 Web Applications

Dynamic WWW content was a great improvement on static documents.
The HTML pageswere generateddynamicallyupon user'srequest.The application
could readdatafrom any externalsourceincluding filesystemanddatabaseengines.
The specificationof CommonGatewayInterface(CGI) allowed applicationsto be
independentof the underlying web server.But the CGI-basedapplicationshad to
spawna new processfor everyuser'srequestandthat renderedthewholeapplication
ineffective in the large deployments.

Severalsystemswereaddressingthis issue,but mostof themwerenon-portable
and web-serverspecific.The first widespreadindustry standardin the areaof web
application interfaceswas the Java Servlet API publishedby Sun Microsystems.
The servlettechnologyallowedwebapplicationsto beindependentof thewebserver.
Most of theservletengineswereimplementedasmultithreadedserversseparatefrom
a web server.The separationof the applicationengine from the web serverwas
the beginning of modern application servers.

The applicationserveris the mostimportantcomponentof a servertier of the
multi-tier web-applicationarchitecture(Figure 1). It provides the environmentin
which application componentsare running. Typical application server provides
appropriatestructuresand interfacesfor an application to interact with external
systemsand users.Theseinterfacesinclude a relational databaseaccessinterface,
naming and directory services support, enterprise messaging interfaces, etc.
The applicationserveralso providesan environmentfor building a graphicaluser
interface using HTML, WML or some other presentation-oriented language.



2.1.3 Web Applications security issues

The original TCP/IPdesignwasnot concernedwith the securityissues[1] and
the designersof web protocols followed the same model. The HTTP protocol
implements only the minimal set of security mechanisms.Simple password
authenticationis supportedby theHTTPprotocol(HTTPBasicAuthentication),but it
is seldomusedtoday.Themostcommonway to securea webapplicationis to protect
theHTTP protocolby layering it on top of the SSL-securedchannel.This methodis
commonly referred to as the HTTPS [2] protocol.

User's credentialsare supplied to the applicationby using an HTML form.
Thesecredentialsareprocessedby the applicationlogin andmaysupportalmostany
authenticationscheme,but the mostcommonway is to usesimplestaticpasswords.
TheHTML form conveyingthecredentialsmaybeprotectedby theSSLprotocol,but
is frequentlyleft unprotected.It is obviousthat this weakauthenticationmechanismis
not appropriate for most web applications.

The web applicationaccesscontrol model is not unified and it is generaly
designedin an ad hoc manner.Several accesscontrol models suitable for web
environmentwere proposedin the literature [3], but none of them was practically
deployedin the Internetenviromentdueto the lack of web applicationinfrastructure
components.

2.1.4 Web Services

As the paradigms of electronic commerce (e-Commerce)and electronic
business(e-Business)emerged, it soon became clear that a higher degree of
automationof the businessprocessesis neededin the business-to-business(B2B)
transactions.Web applicationscannotsatisfy this requirementasthereis still a need
for person to operate the applications.
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Figure 1  Three-Tier Web Application Architecture
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The web service technology is addressing this issue. Web services are still based
on commonInternettransportprotocols(HTTP, SMTP, etc.),but an XML-based[4]
dataformat is usedfor datarepresentation.Thesedataarenot directly intendedfor
end user, rather they are used by automated information processingsystems.
As the web service communication is based on the operating system and
programmingplatform independentXML standard,differentcomputingplatform can
communicate transparently. The Simple Object Access Protocol (SOAP) [5] is used as
a primary protocol for accessingweb services.The web service schematicsand
locationaredefinedusing the Web ServiceDescriptionLanguage(WSDL) [6]. The
static web pages, web applications and web services are compared in Figure 2.

2.1.5 Web services security issues

The early design of World Wide Web included only the simplest security
mechanismsandwasnot designedto addressthe complexsecurityissuesof today's
Internet [7]. Therewere severalattemptsto improve the WWW security,but until
recentlyonly the SSL protocol [8] becamewidely used.Most of the current web
applicationsuse the simple passwordauthenticationmechanism,managedby each
applicationseparatelyand protectedby the SSL during the network transfer.Such
protectionlevel is sufficient for the stand-aloneweb applications,but the enterprise-
class applications and web services needs a more sophisticated approach.

The web service non-interactiveusagepattern makes the use of the static
passwords inefficient even in the small and security insensitive systems. It is clear that
distributed security infrastructure will be neededto securewide range of web
services.
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Figure 2 Static web, web application and web service
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2.2 Directory services
Traditional computing environment was composedof several stand-alone

systems,eachof themmaintainingits own userdatabase,authorizationrecordsand
other security policy-relevant data. The growth of distributed systemsrequired
a sharedrepositoryaccessibleto all nodesof the system.But theserepositorieswere
still local, useableonly by single system.As the requirementson the information
systemsintegrationgrew,a needfor a global,universallyaccessibledirectoryservice
emerged.In 1993 the ITU-T proposed the recommendationX.500 [9], which
specifieda genericdirectoryserviceconcept.But it wassoonapparent,that the full
X.500 directory implementationis too heavyweightandcomplicatedfor generaluse.
The Lightweight Directory AccessProtocol(LDAP) [10] wasproposedto overcome
thecomplexityproblemsof X.500. TheLDAP conceptbuilds on theX.500 directory
model, but specifies simpler communication protocols for directory access.
The LDAP-baseddirectoriesbecamethe de facto standardfor platform-independent
general-purpose directory services.

A directoryserviceis a vital partof themoderndistributedinformationsystem.
Useridentities,networkobjects,softwaremoduleconfigurationparametersandother
global data are typically storedin a directory serverdatabases.The organization's
directorytreecanthereforebe naturallyusedasa basefor useridentity management
and digital identity infrastructure.

2.3 Internet security considerations
The securitymodelsusedfor the Internetenvironmentcommonlyassumethat

the attacker can control the information flow between network nodes, while
the network nodes itself remain secure.These assumptionsmay or may not be
appropriatefor somespecificsituation,howeverwe will usethis model in this work.
We will alsoassume,that the intruder'sgoal is to attackoneor moreof the security
properties of the protected asset. The asset's security properties includes:

� Confidentiality – protection of the information from an unauthorized disclosure.
� Integrity – protection of the information from an unauthorized modification.
� Availability – ability to deliver the information when needed.
� Authenticity – assurance that the data origin is know and authentic.
� Accountability – traceability of the subject's actions.

The Internet security mechanismsare frequently concernedonly by the
transportof the assetsbetweennetwork nodes.Although the network nodeitself is
consideredsecure,we will attemptto concentrateon themechanismsthatcanprovide
end-to-end security, if needed.

Thepreviouswork on the Internetsecurityintroducedseveralpracticalsecurity
protocolsmany of which are in commonuse on the Internet. Some of the most
importantof thesesecurityprotocolsaredepictedin Figure3 andtheir positioningin
theTCP/IPprotocolstackis illustrated.Most of theseprotocolsarehybrid andcannot
be preciselypositionedin the protocol stack. Protocolsof lower levels tendsto be
transparentto theuserandprovidecoarse-grainedsecurityservicesandtheprotocols
of higher layersprovide more control on the dataprotectionbut also requiremore
concern on the side of application users and developers. 
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This work concentrates on the protocols of the higher layers and special
attention is paid to the protocols of the application layer. Especially protocols based
on the emerging XML standard are considered, as these promise the best support for
the web application and web services security.

As the Internet grows and applications take advantage of the network effect, the
application complexity grows considerably. The traditional standalone web
applications are being replaced by distributed application systems based on the heavy
use of the web services. Appropriate security mechanisms are needed for this type of
applications. Traditional password authentication and most of other interactive
authentication systems are not appropriate for deployment with the next generation
web services. Some methods expected to provide appropriate security services for the
distributed Internet applications are considered in this work.
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Figure 3  Internet security protocols positioning
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3 Authentication and Access Control

Informationprocessedby today'sinformation systemsis frequentlyof private
characterandtheviolation of its securitypropertiescouldcausea severedamage.It is
clear,thatthesecuritymechanismsform a vital partof today'sinformationprocessing
systemsandcommunicationnetworkarchitectures.Authenticationandaccesscontrol
mechanisms are the most frequently used security mechanisms and make an important
part of the overall security architecture.

3.1 Traditional Authentication Methods
Passwordauthenticationis a very ancientmethodof authentication.It wasused

in computersystemsevenbeforecomputernetworksevolvedandis still very popular.
Password authentication has many security drawbacks, but its simplicity is
the primary reasonfor its wide usage.Passwordssentin cleartextover the network
aresubjectto eavesdroppingandreplays,passwordscanbestoleneitherfrom theend
user or from a server databaseand most of them can be easily guessed[11].
Eavesdroppingand replayattackson the communicationlayer can be preventedby
employinga good encryptionmechanism,but passwordscan still be compromised
in client or serveroperatingsystems,beforethey can be encrypted.Someoperating
systemsprovidepassword-cachingfeaturesthatcanbemisusedby anattackerto read
a password cache and get all stored passwords.

It is not possibleto use an encryptedchannelto protect passwordsin every
circumstancesand the static characterof passwordscausesdifferent kinds of
problemsnevertheless.To overcometheseissues,severalOneTime Password(OTP)
schemeswereproposed.Themostpopularonetime passwordschemewastheS/Key
scheme,developedat Belcore[12] andlaterstandardizedby IETF [13]. This scheme
is basedon therepeatedapplicationof theone-wayfunctionto thesecretvalueto get
theonetime passwordsequence.Passwordsfrom this sequenceareusedin a reverse
order for authentication,each used only once. Passwordsequencecontains fixed
amountof one-timepasswordsand must be restartedwhen all of them have been
used.

Several token-based commercial one-time password schemes appeared
on market in last years.One of the most wide-spreadsystemsis the RSA Security
SecurID. Implementedas the hardwarecard, key fob or the softwareapplication,
SecurIDgenerates6 to 8 digit numbersin regulartime intervals(30 or 60 seconds).
These numbers can be used as one-time passwords for the authentication.
The algorithm generatingthesesequenceshas not beenpublished,but there were
somesuccessfulattemptson its reverseengineering[14]. The sharedsecretvalue
for the SecurIDis only 64bit long, which seemsto be too short for today'ssecurity
requirements.

The challenge-responseauthenticationscheme [15] has similar properties
to one-time passwordschemes.Strictly speaking,one-time passwordschemesare
only special instancesof the challenge responseschemeswith fixed challenge
information (sequencenumber, time instant, etc). The challenge-responsescheme
client takessomeinformation(challenge)from the authenticationserver,processesit
with the user-suppliedsecret value (password, shared secret) and returns the
processedinformation (response)to the server.By consideringthe sent challenge
valueand receivedresponsethe servercan determineif the userknows the correct



secret value. The most widely used challenge-response method is CHAP [16], used
as a part of PPP protocol.

Both one time password schemes and challenge-response schemes in general
have some common security drawbacks. When used in a plain TCP/IP environment,
connection data can be manipulated after a successful authentication takes place.
In this case the attacker does not need to attack the authentication scheme directly.
If the authentication scheme accepts the secret value (seed) as a plain password that is
chosen by the user, such a scheme is vulnerable to the dictionary attacks. Most
of these schemes which are in practice are vulnerable to the man-in-the-middle attacks
(Figure 4). These attacks can be prevented only by pre-authenticating the server
to the client by using other independent methods and explicitly authenticating
the transported data.

The common way of securing any password scheme is the use of an encrypted
channel with an authenticated server. The Transport Layer Security (TLS) and Secure
Shell (SSH) are the two most widely used methods to achieve this goal. Both of these
protocols provide an encrypted channel to secure the password authentication from
eavesdropping. Server authentication is achieved by employing asymmetric
cryptography, either by ad-hoc methods in SSH or by using a X.509-based PKI
in TLS. 

3.2 Public Key Based Methods
Both the static passwords and the symmetric cryptography-based authentication

methods often exhibit poor characteristics when deployed in the large networks. Poor
scalability and the requirement of the secrecy of shared information limits
the efficiency of these systems. On the other hand, asymmetric cryptography
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Figure 4: Man in the middle attack on challenge-response scheme
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techniques can be utilized even in the global environmentsand when used
appropriately they do not suffer from such problems.

3.2.1 Public Key Infrastructure

The Public Key Infrastructure (PKI) is a set of methods and formats
for the managementof public keys and all related data. PKI uses asymmetric
cryptographymethodsto achieve its goals. Each entity in PKI has at least one
asymmetrickey pair. The identity of the entity is bound to the entity's public key
by the Public Key Certificate(PKC). This certificateis a datastructurethat contains
the entity's identification, certificate validity period, the identification of the
certificateissuerand any other datadescribingthe certificateand its use.The PKC
also containsthe entity's public key and the entirePKC is signedby the certificate
issuer's private key.

Thereare someinfrastructuresthat do not imposeany limits on which entity
may issue certificates and which may not. These infrastructures are called
'Web of Trust' and their trust structure forms a generic directed graph. A good
exampleof this kind of structureis PGP.Other infrastructureslimit certificateissue
privilegesonly to selectedentities.Theseentitiesare called CertificateAuthorities
(CA) and their role is the managementof certificatesissuedto End Entities (EE).
Certificate Authorities may issue certificates to each other, expressing trust
relationships.Trust structureof this PKI is hybrid. The trust relationshipbetween
the End Entities and their Certificate Authorities forms a directed tree, but
the relationships of different CAs can form any generic structure.

3.2.2 X.509 Certificates

The international standardfor the Public Key Certificate format is based
on ITU-T X.509 recommendation[17] and is widely used in both enterpriseand
Internet environments. Other formats evolved as internal parts of specific
applications,but useof theseproprietaryformatsyieldsin favor of X.509certificates.
As X.509is bothofficial andde facto industrystandard,therestof this documentwill
cover X.509-based PKIs only.

The certificate authority approves certificate validity by its signature.
The situationoccursthatthecertificate’svalidity mustbeterminated,for exampledue
to private key being compromised.EachX.509 certificatecontainsa fixed validity
period,but in thepracticeit is not possibleto wait untill theendof thevalidity period
to invalidate the certificate. Somemechanismmust exist to revoke the certificate
anytime during its validity period. The certificate authority publishes a list
of certificatesfor this purpose,that hadto be revokedbeforethe endof their validity
period. This list is called the Certificate RevocationList (CRL) and is published
at regularor irregularintervals.CRL is protectedby thecertificateauthoritysignature
so it can be stored in an insecure environment. The entity that is checking
the certificatevalidity shouldlocatetheappropriateCRL andcheckif thecertificateis
not listed there. The CRL method of the validity checking may be insufficient
for certainapplicationsthat requireon-line certificatevalidation.Theseapplications
could use on-line validation protocols such as Online Certificate Status
Protocol (OCSP)  [18].
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Version 3 of the X.509 recommendation allows the use of certificate and CLS
extensions. These extension can be used to specify an additional information, such as
the certificate use constraints, subject and issuer alternative names or almost any other
information. Use of the extensions greatly enhances flexibility, but different, non-
interoperable, implementations of the same basic mechanisms appeared. Each of these
implementations understands a different set of extensions and even if they agree
on a common set, they interpret the extension values in a different way. To promote
interoperability of certificate processing systems, the national organizations and
standard bodies publish X.509 certificate profile documents. These certificate profiles
specify the exact meaning of certificate extensions, rules for certificate processing and
so on. The IETF published the X.509 profile for use in the Internet environment  [19].

3.2.3 Transport Layer Security Protocol

Public key certificates can be used in many communication systems
on the Internet. The most common communication protocol in use today that employs
X.509 public key certificates is the Transport Layer Security (TLS) Protocol [20].
It was originally developed at the Netscape Communications corp. in 1994 as
the Secure Socket Layer (SSL) protocol. The first publicly available version of SSL
was version 2 [21], which suffered from several major problems [22]. That version
was later updated to version 3 [8] with most of the SSv2 security problems
eliminated. The SSL protocol version 3 was taken by IETF as the base for the TLS
protocol version 1.0. The TLS and SSLv3 specifications have some minor differences
that implementers should take care of to assure compatibility. Compatibility is not
straightforward, but protocol versions could be correctly detected by examining initial
protocol messages. The SSLv2 is not compatible with SSLv3 nor TLS, but
implementation could support all these three protocol on the same TCP port.
Nevertheless implementers are encouraged to use the TLS protocol or at least
the SSLv3 protocol instead of SSLv2 whenever possible.

The TLS protocol consists of two internal layers and several subprotocols.
Overall TLS structure is depicted in Figure 5. The lower TLS Record Protocol is used
for transfering the protocol data units across the communication channels. The higher
layer is dedicated for the session parameters establishement, management and

12
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alerting. The applicationsubprotocolis usedfor transferinguserdata,providedby
application layer protocols.

The TLS protocol doesnot dependon any specific cryptographicalgorithm.
The communicatingpartiescan negotiatethe bestcommoncryptographicalgorithm
suite for secure communication. The protocol is asymmetric, the client is
the connectingparty while the serverpassivelylistensfor connections.TLS supports
several authentication modes:

� Total anonymity. Neither the server nor the client are authenticated,no key
materialorigin is assured.This authenticationmodeis possiblewith TLS but its
use is strongly discouraged.

� Authenticated server. The server authenticatesto the client by presentingits
public key certificateandproviding proof of possessionof the appropriateprivate
key. Client is still anonymous, but the key exchange can be accomplished securely.

� Mutual authentication. Both serverand client are authenticatedto eachother
by using their respective public key certificates and appropriate proofs
of possession of the private keys.

The most frequentlyusedTLS modetoday is the authenticatedservermode.
The serverhasan X.509 certificatefor its fully-qualified domainname(FQDN) and
the client (web browser) has a list of trusted certificate authorities. The client
authenticatesthe serverusingits X.509 public key certificateandboth theserverand
theclient negotiatea sessionkey. Whenthe securecommunicationchannelis setup,
the client authenticatesusing a password,challenge-responsesystemor whatever
mechanism is appropriate. This client authentication must be processed
on the application layer, the TLS layer is not aware of it happening.

Passwordauthenticationcannotbe considered“strong” evenif it is protected
by a partially authenticatedencryptedchannel.However,the TLS protocol supports
mutualauthenticatedmodewith both client andservermutually authenticatedusing
strongauthentication.Both theclientandtheservermustpossesX.509certificatesfor
their public keysandthecorrespondingprivatekeys.Thesecertificatesareexchanged
during the initial protocol handshakeand the appropriateproofs of possession
of privatekeysarepresentedby both parties.Whenthis authenticationmodeis used,
thereis no needfor the client to authenticateat theapplicationlayer.Theapplication
layer only makes authorization decisions.

The total anonymitymodeis includedfor backwardcompatibility only andfor
any obscure application that may require it. The key material origin is not
authenticatedin this modeandthe Man-in-the-Middleattackis possible.Useof this
mode for whatever reason is not recommended.

If TLS is usedin any authenticationmode,it providesonly short-termsecurity
for the transporteddata- TLS protectsandauthenticatesdataon the communication
channelonly. If the datais storedon the targetsystem,they areno longerprotected.
Even if the datablock was receivedby the serverin a mutually authenticatedTLS
connection,serveris not able to provide any proof of dataorigin to the third party.
Use of standalonedigital signaturesis recommendedin addition to TLS to achieve
such long-term protection requirements.
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The most commonpractical use of the TLS protocol is to securea WWW
communication. It is called HTTPS [2] and it is essentially HTTP protocol
communicating over a TLS-securedchannel. Most of the connection-oriented
protocolscanbe modified in a similar way to usethe TLS layer for protection.Use
of TLS to secureIMAP, LDAP and other TCP-basedprotocols is becomingquite
common on the Internet.

3.2.4 Digital signatures

Session-based authentication provides good security properties for
the interactive tasks, it is ideal for UNIX shell accessor a WWW application.
However, sometimesthere is a need to authenticatethe data origin and this
authenticationstatusneedsto be presentedto the third party. If sucha needexists,
the presenteddocumenthas to be accompaniedby some kind of authentication
information, which will serve as the proof of the data origin. Digital signatures

provide a suitablemechanismfor suchdataorigin authentication.Digital signatures
arebasedon thepublic-keycryptography.Thesignatureis a functionof thedocument
contentand the signer'sprivatekey and can be verified by the signer'spublic key.
As signatureis a function of a documentcontent, it assuresdocumentintegrity.
If  a signerhasa public key certificateit canbeusedto provethesigner'sidentity and
the document origin. The simplified digital signature system is illustrated in Figure 6.

Digital signaturemethodscan provide long term authenticityfor signeddata.
Most of thecryptographicprotocolsbasedon public-keycryptographyemploydigital
signaturesinternally for the dataauthenticityproofs.One of the first practicaluses
of digital signaturesfor the long-termdataauthenticitywere protocolsfor securing
electronicmail – PGP [23], PEM and S/MIME [24]. PGP and S/MIME are still
the most widely used electronic mail security protocols used today.

14
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3.2.5 Digital signatures and the real world

Thedigital signatureshavesimilar propertiesto the handwrittensignaturesand
the trends are for the digital signaturesto be used as their equivalent.However,
if  digital signatureshave to fulfill all the security requirements,simple digital
signatureschemesare not sufficient. One of the mostseriousproblemswith digital
signaturesis non-repudiation– the party that signedthe documentmustnot be able
to laterdenysigningthat document.Whena simpledigital signatureschemeis used,
a dishonestpartycould sign a documentandsendit to the recipient.Thenthe sender
waitsfor therecipient'sactionandwhenthe recipientawaitsa payment,heclaim that
theprivatekey hasbeencompromised.Thedishonestpartycouldstatethat thesigned
documentwasnot signedby himself,but by someoneelsewho hadstolenhis private
key.

It is apparentthat timestampsare neededin this situation.If the recipientof
the messagecould attacha trustedtimestampto the document,he can prove that
the documentwassignedbeforetheclaimedkey compromiseandthatthesignatureis
thereforevalid. For the timestampto be secureand trusted,it must be issuedby
a trustedauthority – timestampingauthority (TSA). IETF proposeda Time-Stamp
Protocol (TSP)  [25] for use in the interaction with TSA.

Public key certificatesareusedfor the key-holder'sidentity validation in both
digital signatureandencryptionscenarios.An easysolutionwould be to usethesame
key pair for encryptionanddigital signatures.However,thereare limitations to this
setup.Somegovernmentsor organizationpolicies may limit the useof encryption
or there may be a needto use stronger(and thereforeslower) authenticationthan
encryption.For theseand other reasonsit may be reasonableto include two public
keys in a public key certificate, one for encryption and the other for signatures.
The application can then choose the appropriate key pair to use.

3.2.6 XML Key Management Specification

TheX.509 PKI is a general-purpose,flexible andcomprehensiveinfrastructure,
but it could soon becomevery complex. The infrastructurecomplexity impacts
especially the certificate authority systemsand clients. Certificate location and
verification is not an easytaskevenfor a full-featuredthick clients,not to mention
portabledevicesand appliances.The situationgetsevenmore complicatedas more
thanone PKI haveto be used.The clients would needto understandall the details
of every PKI system used.

The XML Key ManagementSpecification(XKMS) [26] is an attemptto solve
the PKI complexity issues.SimpleXML-basedprotocolsaredefinedfor interaction
with key managementservices.These servicesshould perform all the necessary
complex PKI interactionson behalf of the client and return only the final results
(Figure 7).

The Key Information Service Specification(X-KISS) defines a XML-based
communicationmechanismusedfor the interactionswith the trust service. TheTrust
Servicehastwo tasks:location of the necessarykey material (locate service)and
validation of a key material (validate service).
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TheKey RegistrationServicesSpecification(X-KRSS)describesa protocolfor
registration of a key material. The X-KRSS is used for the interaction with
the registration service, that acts as an agentfor key registration,certification and
key–recovery services in different PKI systems.

The primary objective of XKMS is to off-load key managementfunctions
necessaryfor processingXML digital signatures[27] andXML encryption[28] from
the client.

3.2.7 Privilege Management Infrastructure

Public key certificates bind the identity of a person to their public key.
The identity of a personis not just the nameof the person;it may includehis role in
an organization,dateof birth and so on. Someof this identity information may be
consideredprivate, and peoplemay not be willing to presentthem freely in their
public key certificates.However,someauthorizationdecisionsarebasedon this non-
public identity information. For exampleaccessto a corporateintranet has to be
grantedonly to thecorporateemployees,accessto somesitesis limited to usersover
18 and so on.

Eachpersonmayhavemultiple certificatesfor his public key. Onemay be his
personal(citizen) certificate, anotherhis employeecertificate and yet anotherhis
communitycertificate.The personthen selectsthe appropriatecertificate to access
different services.But this setuprequiresdifferent certificateauthoritiesto operate:
citizen CA, corporateCA and community CA in this example. Each of these
certificate authorities has to verify the identity of the person. 

Another approachusesone personalpublic key certificateand addsthe other
certificatesthat approvethe person'sattributes.ThesecertificatesarecalledAttribute
Certificates (AC) and are used to bind the person'sattributes to his identity.
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Figure 7 The XKMS interaction with other PKI systems
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The person'sattributescanspecify the person'sprivileges,status,organizationalrole
or anyother informationthat is temporarilyassociatedwith thatspecificperson.The
attributecertificatesareissuedby Attribute Authorities(AA), which mayor maynot
be the sameas the certificate authorities.The attribute authority doesnot needto
physicallyverify the person'sidentity. Theperson'sidentity is proved (if needed)to
the attributeauthority by presentinga public key certificate.The attributeauthority
needsto verify that the personhasthe specifiedattributeandthat fact is certified by
issuing an attribute certificate.

The attribute certificatescan be used to make the authorizationdecisionsat
the authorizationenforcementpoints.A personaccessinga protectedresourcehasto
provide their public key certificate, appropriateattribute certificatesand proof of
possessionof the public key. The authorizationenforcementpoint verifies the
person'sidentity usinga public key certificateandthenverifies their authorizationby
examining and verifying attribute certificates.The person needsto provide only
a minimal set of attribute certificatesto gain accessto the resource.The person's
privacy is maintained as much as possible.

The attributecertificatesgenerallyhavemuchshorterlifetimes thanthe public
key certificatesandthereforePrivilegeMangementInfrastructure(PMI) canbe more
flexible thanplain PKI. Attributecertificatesmaybeusedfor short-termauthorization
for access to services or they may be used for longer-term role assignment.

The attribute certificate framework and its use with X.509 PKI is defined
in ITU-T X.509 recommendation[17], but no specific attributesfor generaluseare
definedthere.Implementationdetailsof specific PMI dependon the implementer’s
choice. It can be expectedthat the attribute certificate profile specifications[29]
emerge as the PMI concept gains wider acceptance.
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4 Digital Identity

The Internet connectsmyriads of different hosts, organizationalnetworks,
enterprises,serviceproviders,etc.Eachof thesesystemsis trying to enforceits own
security policy. A typical Internet user's interaction is not limited to one
organizationalnetwork; he makes use of several different systems that cross
organizationboundaries.Thatmeans,severalsecuritypoliciesareenforcedduringthe
user'sInternetsession.A typical outcomeof this is the annoyingfact that the user
mustauthenticateseparatelyat eachsitethathevisits to obtaintheir full privileges.At
the same time, the Internet is becoming more complex and the organizational
networksbecomemore opento the externalusercommunity.Eachof thesefactors
contribute to greater inconvenience for a typical user.

The user must maintain severalidentities throughoutthe Internet – web site
registrations,electronicbanking access,credit card information, accountson B2C
e−commercesites,etc.Accessto the Internetsitesis typically protectedby a simple
password.To avoid the misuseof accesscredentialsby an unscrupuloussite it is
necessaryto choosea differentpasswordfor eachsite.A passwordlist soonbecomes
long andinconvenient,needsto be storedsomewhere,or usersjust takethe risk and
choosethe samepasswordfor eachsite. But both of theseapproachesare far from
being ideal.

4.1 Single Sign-On
Multiple authentication has been a problem in heterogeneousenterprise

information systemsevenbefore the Internetgainedwide acceptance.Solutionsto
this problemrangefrom simplepasswordlists encryptedwith a master-passwordto
the use of Kerberos[30] and similar security systems.Many proprietarysolutions
weredevelopedby commercialcompaniesandmostof theseproductswereendorsed
asSingleSign-On(SSO)systems.They allowedthe userto login onceandthenuse
all of his resourcesof all enterprise systemsduring his session without re–
authentication.

Single Sing-Onapplicationsdevelopedfor closedenterpriseenvironmentare
not suitablefor the Internetenvironment.It is quite clearthat no proprietarysolution
will work in large-scaleInternetdeployment.Kerberosand its modificationswere
designedfor intra-organizationuseand are not suitablefor global Interneteighter,
becauseof the high key managementoverhead.The use of new XML-based
technologies looks very promising in this field.

There are severalproposedsingle sign-on architecturesfor the Internet, but
mostof themfollows a similar architecturalapproach[31] [32] [33] [34]. The user's
identity and authenticationinformation is maintainedon an identity manager server
(Figure 8). The userfirst authenticateswith the identity managerand then accesses
the resourceservicedby a resource manager. The resourcemangermay be a partof
a differentorganizationor domainthanthe identity manger,but theremustbea trust
relationshipbetweenthe two. The identity managerprovidesauthenticationassertion
to the resourcemanageron request.This assertionstatesthat the user completed
the authenticationprocedurewith the identity managerand that it now knows
the identity of the user. Single sign-on schemes do not dictate the initial
authenticationof the user;thespecificauthenticationschemeusedis out of scopeof
the single sign−on system and depends on local requirements.



Most of the single sign-on schemesare concernedwith a web user– a user
equippedwith a web browser accessinga web page or application. Information
transfer betweenthe identity managerand the resourcemanageris achievedby
various mechanisms based on the HTTP protocol.

The one potential problem with SSOsystemsis a livenessproblem.A user
starts a sessionby authenticatingwith a identity managerand than may access
resourceson resourcemanager'ssites.Whenthe userrequestsresourceat somelater
time, a doubt may arisewhetherit is still the authenticateduser that is requesting
a resource.Resourcemanagercould request reauthenticationof user, especialy
if  some valuable resourceis being requested.Identity managershould take this
considerationinto accountand probably supportseveralauthenticationschemesof
different securityassurancelevel. Then the trust given to a specific authentication
assertionwould be a function of the authenticationsecurity level, the time of last
successful authentication and the value of the resource requested.

4.2 User profiles
The Internet identity mechanismsprovide much more than just a solution to

the multiple authenticationproblem. One of the primary concernsof the digital
identity is the managementof the user'spersonalinformation.The user'sreal name,
address,credit cardnumber,employer,e-mail address,telephonenumber,etc. form
a userprofile. Userprofile is a collectionof informationthat theuserwantsto share
with the selecteddestinationsites.The securesharingof userprofile information is
a task of the identity manager.The identity managerrespondsto the user profile
requestsfrom thedestinationsites.This approachwill providethecurrentinformation
to thedestinationsite without the inconvenienceof filling out registrationforms,etc.
However, the user must be able to specify which destinationsites are trusted for
which parts of his profile. Identity managersshould provide appropriate user
interfaces for this purpose.
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Figure 8: Single sign-on system architecture

Identity
Manager

Resource
Manager

User
Authentication Resource

request

Authentication
assertion



4.3 Security Assertion Markup Language
SecurityAssertionMarkup Language(SAML) is a specificationof the syntax

and semanticsof the security assertionsencoded in XML [4]. The SAML
specificationalso definesthe format of requestsand responses,SAML binding for
other protocolsand appropriateXML schema.The SAML specification[35] was
published by the Organization for the Advancementof Structured Information
Standards (OASIS) and is currently in the standardization process.

SAML assertionscanbeusedto assertspecificcharacteristicsof anentity.They
canassertthe authenticationstatus,authorizationstatusor binding of an attributeto
an entity. Assertionsare issuedby the appropriateauthoritiesand usedby security
policy enforcementsystems.Authentication assertionissued by the system that
the userlogs into canbe usedby anothersystemto grantthe usera resourcewithout
any re-authentication.This simple scenario is illustrated in Figure 9. The user
authenticatesusingthesourcesiteauthenticationsystem.Theauthenticationauthority
thenissuesan authenticationassertionto the user.The userthenrequestsa resource
on the destination site and includes the issued assertion with the request.
The destinationsite examinesthe providedassertionand makesa decisionbasedon
the destinationsite’s securitypolicy. If the destinationsite trusts the sourcesite to
authenticatetheuserproperlyandtheuseraccessingthe resourceis authorizedto do
so, the destination site grants the user a resource without any re-authentication.

The resourcemanageron the destinationsite must implementa full policy
decisionmechanism.This maybe inappropriatein largerandmorecomplexsystems
with severalresourcemanagersand policy enforcementpoints.The destinationsite
must know the name of the user accessingthe resource,which may also be
undesirable.The membershipof the specific user group or role may be sufficient
authorizationfor accessingtheresource.Theseshortcomingsareaddressedin a more
complex approach depicted in Figure 10.

21

Figure 9: Simple SAML scenario
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User is authenticated by a source site authentication system and
the authenticationauthority then issues the authentication assertion to the user.
The usersendsthis assertionto the attributeauthority and requeststhe appropriate
attribute assertion for their organizationalrole. Thenthe usercanmakea requestto
thedestinationsite'sprotectedresource.This requestis accompaniedby the attribute
assertion.The destinationsite receivesthe request,but it must first be processedat
a policy enforcementpoint to checkits authorization.The policy enforcementpoint
checksthat the requestsconform to the security policy by a requestto the policy
decisionpoint. The policy decisionpoint consultsthe securitypolicy databaseand
returnsthe authorization assertion for the resourcerequest.The policy enforcement
point then proceeds with satisfying user's request.

Most of the current information systems in developmentfollow a web
applicationpatternfor the userinterface.The user is equippedwith a web browser
thatusesHTTPprotocolto accesstheuserinterface.Webservicesarealsocommonly
used today as a platform independent, interoperable way of inter-process
communication.To accommodatethis situationSAML specifiesbindingsandprofiles
for common usagepatterns.SAML binding and profile specification[36] defines
SAML SOAP binding and two web browserSSOprofiles. The SSOprofiles define
a scenarioof a singlesign-onmechanismin a webenvironment.Two waysof passing
SAML assertions from the source site to the destination sites are defined:

� Browser/artifact profile. The user'sbrowseris redirectedfrom the sourcesite to
the destinationsite and a unique 8-byte identification of SAML assertionis
provided in the query string of the redirectedrequest.This ID is called SAML
artifact and is used by the destinationsite to dereferencethe original SAML
assertion directly from the source site.
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Figure 10: Complex SAML scenario
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� Browser/POST profile. TheSAML assertionis transferredfrom thesourcesiteto
the destination site as the POST from a HTML form.

Specificationof SAML assertionis basedon XML, which makesit platform
independentand can be easily processedon almostany applicationplatform today.
Togetherwith otherXML standardslike XML Signatures[27] it may beextendedto
providea flexible andreliablesinglesign-onmechanism.However,SAML aloneis
not an identity system,it just providesa standardand interoperableway of security
assertionexchange.It may be usedaspart of largersystems,ascanbe seenin [33]
and [34].

4.4 Digital identity systems
Severaldifferent systemsfor Digital identity managementhavebeenproposed,

someby commercialcompaniesand othersby academicorganizations.In the next
sectionswe will discussthemostwidespreadandthemostpromisingof theseidentity
systems.

4.4.1 Microsoft Passport

Microsoft Passport is a centralized identity system based on symmetric
cryptography. The heart of the entire system is a single system located in
the passport.comInternetdomain.The identity informationof all Passportusersare
storedwithin this singlesystem.Everyuseris assigneda unique64bit identifier called
PUID. This identifier is sent to the resourcemanagerin the form of an encrypted
“ticket”. Theauthenticationsequenceof thePassportsystemis depictedin Figure11
and consists of these steps:

Step 1: Initial resource request. The user requestsa protectedresource.
The resource manager looks for ticket in the user’s request.
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Figure 11: Microsoft Passport single sign-on

Passport
server

Resource
manager

User (browser)

R
es

ou
rc

e 
re

qu
es

t

1

H
TT

P
 re

di
re

ct

2

A
uthentication request

3

A
uthentication

A
uthentication response

4

A
ut

he
nt

ic
at

ed
 re

qu
es

t

5

C
on

te
nt

6

T

T



Step 2: Redirect to Passport. If the resourcemanageris unableto locatea
valid ticket, it redirects user's request to the passport server using HTTP redirect.

Step 3: Passport authentication request. The request redirected by
the resourcemanageris consideredto be an authenticationrequestby the Passport
server. The Passport server initiates the password authentication procedure if needed.

Step 4: Authentication response. The responseis sentback to the user,that
contains a Passportticket T, which will be sent to the resourcemanager for
authentication.

Step 5: Authenticated resource request. The user'sbrowseris redirectedto
the resource manager site with the Passport ticket included in the request.

Step 6: Content delivery. The resourcemanagerexaminesthe ticket in
the authenticatedresourcerequestandif successful,providestheuserwith thedesired
resource.

Thusfar the situationandmechanismsareclear,but Microsoft documentation
[32][37] is quite incompletein details.The exact contentof the Passportticket is
unknown,aswell as manyotherdetails.But it is quite clear that the ticket contains
the PUID andan undocumentedform of timestamp,encryptedwith 3DESalgorithm
using a symmetric key shared by the Passport server and the resource manager.

Microsoft Passporthas severalsecurity limitations and drawbacks,some of
thesewere alreadypointedout in the literature[38][39]. The most critical Passport
architecture problems are summarized here:

� Globalcentralization.ThePassportserveris centralizedon a singlesystem.Evenif
this systemis madehighly redundant,it couldbea singlepoint of failure. Trust to
the serviceprovider is anotherconcernhere.While using the Passportserverfor
authentication,usersandresourcemanagershaveto trust a singleorganizationto
behavecorrectly. The distributedarchitecturalapproachwould be more suitable
in this situation.

� Lack of documentation.Microsoft Passporttechnical documentationdoes not
provide sufficient technical details for sufficient independentevaluation of
the Passport’ssinglesign-onprotocol.Detailsprovidedby Microsoft andfoundby
independent researchers throws doubt on the Passport’s security.

� Passportusesa simplepasswordauthenticationmechanism.Passwordsaresubject
to easytheft anddictionaryattacksandarenot securefor mostof the real-world
applications.Passportprovides“strong credentialssign-in” which is just another
four-digit passwordwith stricter usagepolicy. Passwordauthenticationalone
cannot be considered sufficiently secure for today’s Internet applications.

� Sensitive information is protectedby 3DES symmetric encryption algorithm.
The use of symmetric cryptographyfor a global-scalesystemsuch as Internet
identity systemmaysoonbecomedifficult. Symmetrickey managementtaskssuch
askey material renewalmay becomeinfeasiblein largedeploymentwith a large
numberof resourcemanagersites.An additionalmechanismbasedon asymmetric
cryptography should be used for key management purposes.

� The passportservermakesuseof the SSL [8] protocol to securesomepartsof
the communicationsequence.TheSSLprotocolis usedin theauthenticatedserver
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mode, which relies on the PKI infrastructurefor server authentication.While
Passportrelieson PKI indirectly throughSSL, it takesno otheradvantageof such
an infrastructurealreadyin place.Passportshouldintegratewith PKI moretightly
to overcome some potential problems described before.

� The Passportprotocol is not standard-based.Interoperabilitywith other security
systems could be a major problem.

Passport’ssinglesign-onprotocolwas the first deployedInternet-scalesystem
in 1999. Since then, the security level provided by Passportwas found to be
insufficient for today security needs.Passportauthenticationcould be deployedas
a short-termsolution,but an implementerlooking for a securesinglesign-onsolution
should consider the use of other systems.

4.4.2 Liberty Alliance project

The Liberty Alliance Project is a group of industry and non-commercial
organizationswhoseobjectiveis to prepareanopenstandardfor thenetworkidentity
systems.Decentralizationandopennessarethemaingoalsof thealliance,their effort
aimsat providing federated identity. Thealliancewasfoundedin September2001as
a reaction to the Microsoft Passport project and the digital identity market needs. 

The Liberty digital identity architecture[34] is heavily basedon the Security
AssertionMarkupLanguage(SAML). SAML is usedfor expressingandtransporting
security assertions between Liberty-enabled sites.

TheLiberty architectureis focusedon the 'browseruser'- a userequippedwith
a standardweb browser software. Series of profiles is specified [40] to allow
a browser user to take advantageof the single sign-on system only by using
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Figure 12 Liberty Browser/Artifact profile for single sign-on
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a standard, unmodified web browser software (Figure 12). Additionally, the Liberty-
enabled browser and proxy profile is specified to allow more intelligent end devices
to take part in Liberty protocol directly (Figure 13). These Liberty-enabled should use
special Liberty headers in HTTP communication and should be able to exchange
SAML assertions over the SOAP protocol directly.

The Liberty specifications recommends SSL/TLS for a channel security and
employs the SAML message signing for a message security. No global namespace for
user identifiers is required by the specifications.

4.4.3 Other identity systems

Several others identity systems were proposed to manage the Internet user
identities.

IDsec [31] is a virtual identity specification, which is part of the DotGNU
project. It specifies the architecture for a distributed network identity system that
makes use of certificates for single sign-on and user profile distribution. The IDsec
mechanism is specified on the architectural level only, no specific interfaces or
protocols are defined.

Shibboleth [33] is a project of Internet2/MACE, which aims at the development
of an inter-institutional resource-sharing system. This project includes a framework
for a single sign-on system based on SAML.

PingID and XNS are other projects that are developing digital identity systems.
These projects are led by commercial companies and they lack sufficient public
technical documentation at the time of this writing.
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Figure 13  Liberty-enabled client and proxy profile for single sign-on
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5 Conclusion

Traditional security mechanisms used in the Internet environment today have
been found inadequate for the future needs. System implementers should choose
the authentication and access control mechanisms that can integrate with a larger
security infrastructure.

Public Key Infrastructure based on ITU-T X.509 recommendation has been
found to be a suitable base for security mechanisms. However its heavyweight nature
may not be suitable for the end-user applications. The XML Key Management
Specification (XKMS) has been found as a acceptable mechanism to off-load
heavyweight X.509 processing from the end-user systems and applications and thus
lowering the entry barrier of the PKI processing. But even the server-side PKI
processing may not provide an appropriate user experience and flexibility and X.509
could be used only as the heavyweight infrastructure for asserting server identity
while users would use lightweight and more flexible security technologies. Digital
identity systems could be used in that situation and could provide appropriate security
services in the future.

Security Association Markup Language (SAML) was described as a base for the
digital identity systems. However SAML usage is not limited to these systems and
may be used as a firm base for the Internet-scale security infrastructure. SAML
assertions can be employed as the security tokens in web services exchanges and thus
providing a higher security level and functionality integration.

Digital identity systems, which may be used to extend user authentication to
sites beyond organizational control, were described and found suitable for use in
conjunction with the emerging world of web services. We believe that these identity
services will be frequently used for site-to-site Internet authentication in the near
future and a broader Internet security architecture will be based on digital identity in
the longer term.

However, the digital identity mechanisms are too young to be considered
complete at this time. As these technologies deal with the personal data of high value,
the security and privacy concerns are vital. Usage of the personal information should
be governed solely by its owner and the distribution of this information should be
controlled as tightly as possible. But the control over information in highly distributed
systems is not a trivial task. The digital identity technologies address some of
the fundamental privacy issues, but many of these still remain unsolved. Especially
mechanisms for secure replication, caching and data consistency are not yet
addressed.

The digital identity mechanisms provide an authentication framework, but
the authorization concept for distributed systems is not yet fully addressed.
The SAML specification provides a definition of authorization statement, but it is not
clear how these statements should be used in the real network systems consisting
of many different application security frameworks, firewalls, etc.

It is clear that the bulk part of the Internet users are accessing services through
the web browser software installed on their workstation. It could be expected that
the web browser will be the primary user interface software also in the future, but
the user experience of the Internet should change considerably. It is not possible
to maintain different security credentials for a number of Internet sites by the user.
Client-side password lists are only a temporal solution to this problem. It is expected
that personalizable user-oriented portals will spread broadly across the Internet and
that a centralization and better control over the user information will be enforced.



Trusted organizations like banks, telecommunication operators or service providers
could play a role of digital identity providers and provide digital identity management
services.

It is apparent that several competing identity provides will emerge and that
a mechanism must exist to locate the identity provider. Some such mechanisms are
proposed as a part of digital identity systems, but these are very simplistic and are
limited by the existing Internet browsers capabilities. As the technology will evolve,
new mechanisms will be needed for the efficient identity provider location service.

The digital identity systems described in this work do not deal with the web
services directly. However web services may become an important part of the Internet
applications and should be considered with regard to the user identity. Several
unsolved issues can be seen when considering the web services security from
the digital identity point of view. Some of these include authorization mechanisms,
proxy authentication and authorization of web service access and service
accountability issues. The most of these issues are not directly dependent on the web
services environment, but in this context are the most apparent. It is clear that those
issues must be addressed before digital identity systems could form a base of
complete identity infrastructure for the Internet.
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6 Thesis objectives

The digital identity technologieswill probablyevolveandbecamethebasefor
a nextgenerationsecurityinfrastructurefor theInternetaswell ascorporateintranets.
Neverthelessthere are still some issues that must be resolved before these
technologieswill be used to their full potential. Severalof theseissuesmay be
addressed in the future work.

Figure 14 shows the concept of a distributed web application system.
We considera userequippedwith web browser(thin client), a web applicationwith
HTML-basedgraphical user interface(GUI) and an identity provider that acts as
an authenticationauthority.Typical web applicationis a front-endto otherservices,
namelydatabasesystems.It may be expectedthat with the proliferationof the web
servicesthe web application will composeseveral such services into one user
interface.For examplea portal web applicationmay provide userwith information
from local database,directory server, corporate information system and several
remoteserviceson the samescreen.Eventhe servicesitself may be composedfrom
other services and may use disparate resources to finish their task.

It is clear that the the applicationshouldimpersonatethe user to the services
to finish its tasks. While this situation could be acceptablein the enterprise
environmentwheremostof theapplicationsaretrusted,it is nota suitablesolutionfor
the untrusted Internet environment. A mechanismfor a controlled delegation
of authenticationstatusand/orauthorizationsis neededin this situation.In addition
to this, thereare tasksthat shouldbe performedon the user'sbehalf whenhe is not
loggedin. Suchtasksmay includescheduledprocessesby the meansof cron UNIX

Figure 14  Distributed web system overview
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command or processes triggered by asynchronous messages. No suitable security
mechanism is proposed for these situations.

The Security Assertion Markup Language (SAML) [35] provides the rough
outline of the Policy Decision Point (PDP) and Policy Enforcement Point (PEP)
scenario. We believe that this scenario could provide a suitable base for the future
development of advanced security services and should be used as a starting point for
the further research in this area.

According to the previous points, following thesis objectives are proposed:
� Consider the web application/web services concept and analyze the security

considerations of this type of application deployment form the digital identity point
of view.

� Propose a mechanism that should provide appropriate security services in this
environment. Consider composition of the web services as well as traditional
database access and directory services access. Focus on the authentication status
transfer and/or authorization delegation in the web environment.

� Design a protocol or modify existing protocols to support proposed mechanism.
Focus on standard protocols, especially XML-based protocols (SAML, XACML,
XTAML, etc.) 

� Verify proposed mechanisms and protocols by implementing relevant parts of
the system in the UNIX environment. Consider modifying some existing web
applications and web services to support proposed mechanisms as the security
services.
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