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Bezpecnost
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Uvod

Security - Co to vlastne je?

“Nwost’” Risk management
>ﬂ< Process
M Aj ludia, prostredie, ...
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Security goals

Ciele:
Confidentiality
Integrity
Availability

Metody:

Access control
Organizational procedures
Cryptography

Physical security devices
Biometrics
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Access control

* Autorizacia
* Rozhodnutie kto ma kam pristup
* porovnaj: Autentifikacia - urcCovanie identity
* Na roznych urovniach
 Komunikacna siet
* Operacny system
* Aplikacia
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Firewall
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Firewall

TCP S=10.5.5.5 D=10.2.2.2 P=25

TCP S=212.15.18. 0=10.2.2.2 P=23

10.5.5.5 — 10.2.2.2:25 ALLOW
10.2.2.* — *:80 ALLOW

* ¥ DENY TBGS
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Druhy firewallov

* Bezstavovy paketovy filter
* + Rychle, lacné
* - Zlozité pravidla, malo bezpecné
* Stavovy firewall
* + VySia bezpecnost, [ahSia konfiguracia
* - Drahé, narocnée
* Aplikacné proxy
* Zavislé od aplikacie
TBGS
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Bezstavovy paketovy filter

DNS
port 53
(UDP) :
X T
T
- |5
——
1§/
DNS server et
10.10.10.10 e

UDP port 53 — * ALLOW
#$%!@ * port 53 — 10.1.1.10 ALLOW

% port 53 NS DENY
(UDP)
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DNS server
10.10.10.10

Stavovy firewall

DNS

port 53
(UDP) :
- i

I || ===
» | i &

UDP port 53 — * ALLOW
* port 53 reply— 10.1.1.10 ALLOW
Y DENY
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Stavovy firewall

IS

DNS server

10.10.10.10 10.1.1.10

UDP port 53 — * ALLOW
#$%!@ * port 53 reply— 10.1.1.10 ALLOW

% port 53 X * S
(UDP)
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Stavovy firewall

* TCP spojenia
* tabulka aktivnych spojeni

* DNS, FTP, H.323 a spol.
e Zavisle pravidla

* Aplikacny agenti (content agents)
* Antivirova ochrana, URL blocking, ...
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Proxy

Packet filter

Firewalling a TCP/IP

. Application Firewall
. content
o agent
TCP UDP
— Firewall
IP

Local network adapter —
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Nasadenie firewallu
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Demilitarized zone (DMZ)




DMZ - Usporna verzia

REF

//
I




Agenda

Uvod
Access control

Kryptografické protokoly
* SSH, PGP

e X.509

* SSL, TLS, SIMIME

VPN
zaver

TBGS

s Global System



Na pocCiatku bola tma

telnet



Telnet insecurity

Eavesdropping Hijacking

X
2\

% =

7 -
N

PN

Ty

M1

e

;

Spoofing Bombing TBGS
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“Strong” authentication

* S/Key, SecurelD, ...
* Kryptografické technoldgie autentifikacie
* TCP kanal zostava nezasifrovany
* Mozny hijacking, odpocCuvanie, ...
* V Case ITAR” pouzitelné, teraz problém
* Pouzitelné ako “zlepsSend” autentifikacia

* International Trade in Arms Regulation
TBGS
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SSH - Secure shell

1995 SSH1
1997 SSH2 (IETF) TBGS



Pretty Good Privacy - PGP

e

(E!

e

=9

Foo
Bar
Foobar

Philip R. Zimmermann
1991:v1.0

1995: v2.62i

1997: v5.0 (5.01)

1999: GnuPG 1.0
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PGP & SSH problems

* Keys, keys, keys
e SSH: ulozené na lokalnom disku
e PGP: Web of trust

 Struktlra
e SSH: ziadna, flat files
e PGP: Web of trust, chaoticka

* Vhodné pre malé systemy a nekomercny
Internet
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X.509

“Doveryhodna
tretia strana”

cn=Radovan Semancik
serial=007
expire=31/12/2002

=9

=0 L
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Overovanie certifikatu

— Verejny I\




HTTPS
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Transport Layer Security

POvodne SSL - Secure Socket Layer
1994: Netscape SSL 1.0 (nenasadeny)

1994: Netscape SSL 2.0

1996: Netscape SSL 3.0
* RieSi problemové miesta SSL 2.0

1999: TLS 1.0 (RFC 2246)
sucasnost: RFC 2246bis (IETF)
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TLS & TCP/IP

Application
MIME HTML
[
TLS
TCP UDP
IP

Local network adapter
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TLS record layer

W Application

Compress

Type | Version Len
> Data )

MAC - HMAC
B PAD
@_V_ Type Version Len
%% 74
Encr t'—N’; HWa K MAC +PAD
yP //////?//;}// 5%

TCP Segment




TLS handshake
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S/MIME

15

Nadstavba MIME

1995: RSA labs
1998: S/IMIME v2 RFC 2311
1999: S/IMIME v3 RFC 2633
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TCP/IP security options

pcPr I SIMIME
Application
ssH I P
TLS
(SSL) TCP UDP
IP IPsec

Local network adapter
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Preco X.5097?

e PGP, SSH, etc.

* Prorietary key managemet
* |Infrastructure? Policy?

* TLS, IPsec, S/IMIME, etc.
* X.509 infrastructure, key management
* CA controls the key policies
* Key recovery (not only “escrow”)
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VPN

* VPN koncept
* |Psec

* |IKE
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Private Network

BA | BB

KE ZA

i Business Global Systems



Virtual Private Network

{‘,‘

“ISE

KE

BA

BB
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Security gateway

7 SN
HEAD o

//////// o

HEAD DATA
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|IPsec ESP
HEAD DATA —1

Encryption Policy

' b

3DES EDE
Encapsulated Securlty Payload

<=0 spizs

Security association
(SA)
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Security association

: 23:
Tunnel mode, ESP

3DES EDE
é‘@ MD5 I

Tunnel mode, ESP
3DES EDE

MD5
. é@ SPI=23

Tunnel mode, ESP
3DES EDE

MD5
é@ SPI=42 _
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Internet Key Exchange

: | IKE daemon

-

G j: TCP j“. “

IKE daemon

77 /%/

Ll

SA

S|

SA

S

SA

S| SA
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IPsec & IKE poznamky

* |Psec ESP & AH
* ESP - Encapsulated Security Payload
* AH - Authentication Header
* ESP & AH processing in kernel
* Symetric cryptography
* IKE - Internet Key Exchange
* Asymetric cryptography
* Processing In user space
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|IPsec future

* Cisco, Lucent, SUN, Microsoft, ....
* interoperability

* IPv4 ... optional

* IPV6 ... Integral part
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zaver

Firewalling

* uzitoCny nastroj, ale len sam nestaci

Kryptografické protokoly

* Vela na vyber, nie vSetky rovnako vhodné

X.509
* |Infrastruktura, policy, poriadok

No more Snake Oll, please ...
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Otazky?
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Dakujem za pozornost’

Ing. Radovan Semancik
Business Global Systems
semancik@bgs.sk
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