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Agenda

® What is Identity Governance and Administration?

What midPoint does?

What is inside midPoint?

What will future bring?
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Radovan Semancik

® Software architect at Evolveum
® Open source (since 20" century)
® |dentity (since 2000s)

® Retired Apache committer and PMC
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“Identity”: Access Management, Single Sign-On, Authentication, Federation, ...
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Identity Governance and Administration (IGA)
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IGA: Identity Lifecycle Management
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IGA: Entitlement Management
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IGA: Identities and Entitlements
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Basic Security Features of IGA

® Orphaned account detection
® Entitlement management
® Role-based access control (RBAC)

® Segregation of duties (SoD)

Outlier detection

Audit trail

Visibility, visibility, visibility!

|dentity lifecycle management
Owners: roles, groups, privileges
Policy management
Assignment metadata

Access request and approval
Access review (certification)

Information classification
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Governance?

® |dentity management administration — governance
® |dentity management/administration: low-level policies, access control
® |dentity governance: high-level policies

® Ownership, responsibility

® |nventory

® Risk management

® Compliance (1ISO27001, NIS2, DORA, NIST CSF, ...)
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No IGA, No Security

If you do not have identity governance,
you have no cybersecurity.

Cybersecurity is all about users - their actions, permissions, the value
they create and the risk they are posing. If you do not control the users,
you control nothing. All your cybersecurity is just an illusion.
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MidPoint IGA Platform
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MidPoint IGA Platform

midPoint =
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MidPoint Project

® |dentity Governance and Administration (IGA) platform
® Since 2011 (14 years)

® Open source (Apache License + EUPL)
® Java (1M+ SLOC)

® Public documentation

® Book

e Self-funded (no investor), profitable
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Look Inside MidPoint
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Look Inside MidPoint
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MidPoint Architecture

® Subsystems
® Components
® |nterfaces

® Modules (connectors)

User
A
N Responsibility:
N Implementing business logic, automatic assignment of roles and
<<subsystems>> g] attributes, iniciating approvals and interaction, notifications, passing

Responsibility:
Interaction with user
(any type of user:

admin, end user, ...)

GUI Subsystem

data to other workflow systems, etc
Reaction to changes regardless of the source.

IDM Model Web Service .=

Process Hooks Interface

Custom Business Logle & Business logic is "optional" in a
sense that the very simples
implementation may not include it.

Responsibility:
Enforcing IDM model, user-to-
account attribute mapping,

<<subsystem=>>
IDM Model Subsystem

virtual attributes, etc, IDM Model is & boundary. N High-level

(RBAC, RUBAC, ABAC, ....) The high-level components components
should not communicate
with low-level component
directly (except for infra). Low-level

computing role attribute values, T

Identity Repository Interface

components

Change Notification Interface

Responsibility:

Prowvisioning (carry out madifications of accounts on resources), reading
resource state including transport of change netifications, maintaining
local account cache (account Index) and change queues

Provisioningr Interface

<<subsystem>>
Provisioning Subsystem

<<subsystem>>
Repasitory Subsystem Responsiblity: Application
Storing (extensible) identity objects, e.g. users, roles, accounts, .. N
Storing extensible generic objects. ~—~— \ ~—
Provide durability, atomicity and weak consistency Application *. Application
Task management N
Application

Most of ather subsystems
depend on this (not shown here)

]

<<subsystem=>=>
Infrastructure Subsystem

]
[ooteese |

source libraries will be here,

These services are generic, re-usable, statless and
independent from the rest of the system. Usualy other open

Responsibility:
Maintain common data model
Provide a "platform": basic set of libraries and low-level

services such as logging, tracing, dependency injection, ...




Data Model

Focus

+ jpegPhoto: binary

o EX'[reme|y ImpOI’ta nt + costCenter: string

® As important as architecture [r\‘

—Extends:

Extends

® (Cross-cutting concern

AbstractRole

Extends %

® Changes often - especially at the beginning User T Frends

+ givenMame: PolyString

® Performance, scalability, evolvability, ...

® Evolution - compatibility - upgrades + familyName: Polystring Role org

+ fullName: PolyString

® Experimental features
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Data Model: Change
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Data Model: Schema Change

User Interface

Integration

Business Logic
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Data Model: Schema Change
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classes
— > Business Logic

Evolveum




XML, JSON, YAML and Friends

L}

7 o\

Prism .
Parser / Serializer
Schema -

<user> {
<name>foo</name> “name” : “foo”,
<givenName>Foo</gi "givenName” : “Fo0”, m itggg&ii?smg:& -
<familyName>Bar</fa "familyName” : “Bar”, next vear
<fullName>Foo Bar</ "fullName” : “Foo Bar” y

</user> }
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XML, JSON, YAML and Friends

JSON  YAML

euser xmlns="http://midpoint.evolveum.com/xml/ns/public/common/common-3" xmlns:c="http://midpoint.evolveum.com/xml/ns /public/common/common-3" xmlns:icfs="htt

<name>foo</name>

<extension xmlns:genl65="http://midpoint.evolveum.com/xml/ns/samples/extension-3">
<genl165:ssn>1234567898</genl65: 550>

<fextensions

<metadatas
<requestTimesta
<requestorRef o
<createTimestam
<creatorRef oid
<createChannel=
<modifyTimestam
<modifierRef oi
<modifyChannels
<lastProvisioni
</metadatas
<pperationExecution
<timestamp>2018
<pperations
<pbjectDelt
<t:chan
<t:obje
<fobjectDel
<executionR
=operat
<status
ctoken:l
</execution
<pbjectName:
</operation>
<pperations
<objectDelt
<t:chan
<t:obje
<fobjectDel
<executionR
=operat
<status
<tokens:
</execution
<pbjectName:
<resourceQi
<resourceNa
</operation>

1

XML YAML

{

"@ns” : “http://midpoint.evolveum.com/xml/ns/public/common/common-3",
"user” : {
"oid" : "fcdlbc2d-6TB1-4573-a103-6e85741FbaE2",

name” : "foo”,
“extension” @ {
"@ns” : "http://midpo
“ssn” : "1234567898"
L
"metadata” : {
“requestTimestamp”™ :
"requestorRef” : {
“oid” : "HE606860-
“relation” :

XML

“wersion” : 267,

1

2 | "@ns': “http://midpoint.evolveum.com/xml/ns/public/common/common-3"
3 |user:

4 oid: "fcdlbc2d-6fB1-45f3-a3103-6205741Fb8E2"

5

&

“type” : “http:/ mid VETSLDE: EE
} name: “foo
"éreateTtnestan " T extension:
“creatorRef” : ? . B "@ns': "http://midpoint.evolveum.com/xml/ns/samples/extension-3"
m rm . woon g ssn: "1234567898"
oid” : "68006808-
"relation”™ : “http:/| L retadata:
—tyne” 'hit 'iiiid 11 requestTimestamp: "2817-12-15T89:48:35.277Z"
ype p 12 requestorfef:

1

: 1d-
“createChannel” : “ht 13 oid:

" 66006660 - 3660 - 0060 - 000 - GEA00AEE0H2"

“modifyTimestamp” : * 14 relation: 'httpff!n?dputnt.evulveun.cunfxnlfnsfFubLchcuvrmnfurg-B#defauLt'
“modifierRef” : { " 15 type: "http://midpoint.evolveum.com/xml/ns/public/common/common-3#UserType”
ke S 16 createTimestamp: "2017-12-15T69:48:37.4022"
N 17 creatorRef:
_relation” : “http:/ 18 oid: "600G00R0-00AA-6A0-0AE0-0AGEAANE002”

“type” : “http://mid

19 relation: "http://midpoint.evolveum.com/xml/ns/public/common/org-3#default”
l' . I 28 type: "http://midpoint.evolveum.com/xml/ns/public/common/common-3#UserType”
.nDdLFYCh?nPEL. : ,ht 21 createChannel: “http://midpoint.evolveum.com/xml/ns/public/gui/channels-3#user”
J lastProvisioningTines 2 modifyTimestamp: "2018-18-19T89:47:37.5372"



Prism: Much more

® Static schema (compile-time)
® Dynamic schema (run-time)
® “Superdynamic” schema
Raw data, we do not have complete schema at parse-time
® Deltas (schema-aware)

® Search filters (schema-aware, of course)

e Lifecycle (versioning, deprecated, experimental)
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Dependencies

How it started (~2012)

Spring

Java Server Faces
XML (DOM)

JAX-B

JAX-WS

ESB/BPEL, Activiti BPM
Jasper Reports

Hibernate

— how is it going (2025)

® Spring + Spring Boot

® Apache Wicket

e XML (DOM) + JSON + YAML
® JAXB"

—  CRA (2027)

® Spring + Spring Boot
® Apache Wicket

XML (DOM) + JSON + YAML

° 777 [Reduce]
[Reduce]

[Reduce]

Evolveum




Dependencies: Lessons Learned

® Faster start of the project
® Do not reinvent the wheel
... unless the wheel is in fact a square
® Do not depend on dependencies too much
® Understand how they work — and why they fail
® Reduce dependencies as project matures

® Cyber Resilience Act: 2027

ol
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Development

https://github.com/Evolveum/midpoint

Evolutionary approach (iterative & incremental)

High development activity

7 professional full-time developers + engineers, etc.

Skills: Java, UX (Figma), HTML/CSS, JavaScript, Al, CI/CD, Testing, DevOps, ...

We are hiring!

Commits over time
Weekly from May 8, 2011 to Mar 16, 2025

1000

- |I| |||||| hull |||I|||||||IIII |||||
R DT i

2012 2014 2016 2018 2020 2022 2024

SUOIINGLILGD



https://github.com/Evolveum/midpoint

Future

® Development never stops G ,o

e World is changing @ + @
® Cybersecurity crisis: Cyber Resilience Act (CRA) 4

® Trump crisis: European digital sovereignty *
® Software is never going to be the same again

® Open source for the win?

.
® Funding?
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Thank you for your attention

MidPoint Community Meetup
Bratislava, 12-14 May 2025

@ /semancik Q @semancik.bsky.social Q /semancik
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